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Abstract 
 

Malware multi-scanning: everybody’s doing it. AV companies use batteries of competitor 

products for comparative analysis and other laboratory procedures. Blackhats are increasingly 

likely to use internal or third-party “black” laboratory resources for the testing of malware 

tweaked to increase resistance to anti-malware analysis and forensics, as the blackhat 

economy strengthens and parallels conventional business models. Public multi-scanner sites 

intended for the evaluation of the risk from individual files are also used and misused for 

many purposes, such as:  

 Indirect distribution and gathering of samples 

 The estimation and guesstimation of malware prevalence and of public exposure 

to risk from “undetected” malware 

 The “ranking” of products by detection performance, and the subsequent 

generation of marketing collateral 

 Pseudo-validation and classification of samples by testers. 

 

Public sites have evolved and matured to meet the different needs of anti-malware vendors, a 

wide range of home and end users, other security researchers, and the media. However the 

range of myths and misconceptions around what is and isn’t appropriate use has outpaced 

those developments. This paper and presentation will look at the history and range of multi-

scanner usage in all these contexts, but will focus primarily on the inappropriate substitution 

of multi-scanning for (a) performance ranking and pseudo-testing, and (b) sound sample 

validation and classification. 

 

This paper will consider five key points:  

 Firstly, what's out there? We consider the multiplicity of public multi-scanner 

sites, in-house AV resources, specialist AV community resources and blackhat 

resources that are currently known to be in use as an anti-forensic measure. 

 Secondly, we consider the sane and sensible uses for multi-scanning, including 

pre-validation sample processing, in-house comparative analysis, and risk 

assessment of individual files at public sites. 

 Thirdly, we consider the misuse of public and private multiscanner facilities for 

pseudo-testing: is it a good idea to use multi-scanners for product ranking by 

detection performance? 

 Fourthly, we look at pseudo-validation, addressing the issue of automation versus 

avoidance in sample validation and classification 

 Finally, we address the implications for the anti-malware and product testing 

industries. 
 


