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Managing Malware - Mapping Technology to Function

Abstract

This paper challenges common assumptions about malware costs and
damage, the way in which they are measured, the corporate malware-
management function, and the effectiveness of “out-of-the-box” solutions.

Unit cost is only one component of the overall cost of implementation of
specific anti-virus/anti-malware software, which in turn is only one component
of a whole range of possible anti-malware measures. The paper examines
virus damage and costs, and the elements which comprise the corporate
malware-management function, and how well commercial software maps to it.

Stripping the mystique and obfuscation which clings to virus/anti-virus
technology and practice empowers management to regain control and allow
strategy to drive the technology, rather than letting a chosen product dictate
strategy. It gives security practitioners a basis for preparing cost and risk
analyses, and defining their own jobs in terms of malware management. It will
also benefit vendors who are receptive to improving their response to
customer needs.
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Introduction

Everybody Wins but the Everyday User

It’s a war, and it’s taking place on EveryUser’s desktop. On the left, the Vx
(Virus eXchange) cyber-terrorists, freedom fighters and grafitti artists, the
virus writers and distributors defending their right to do what they like,
anywhere they can reach. On the right, the AV (Anti-Virus) vendors, system
administrators, consultants and other mercenaries and social workers. In the
middle, the Average User: often technophobic and usually virus-illiterate,
paying danegeld to the mercenaries to protect them from the ravaging Vx
crowd, wanting only to get on with their computing lives.

At a panel session at InfoSecurity 98, a respected anti-virus researcher
compared the virus problem to background radiation, and suggested that it
makes sense in that context to wear a lead jacket. Of course, in real life, few
would consider wearing a lead jacket in everyday life. Many do, however,
accept uncritically the need to use anti-virus software which is equally
unwieldy, often resulting in significantly impaired performance, especially on
older systems. Of course, we are often at least as uncritical of the need to
upgrade applications, operating systems etc.

Anti-virus software is, frankly, an expensive liability. Its nominal cost per unit
is trivial compared to the total ongoing cost of effective virus/malware
management. It’s expensive to evaluate, buy, install and keep updated. It
conflicts with other software, it impairs both system performance and user
performance. In fact, it could be argued that, of all the types of damage
caused by viruses and other types of malicious software, the worst
consequence is that it necessitates the implementation of anti-malware
measures.

So should we ignore the malware threat so that we can get our CPU cycles
back? Of course not: while much of the damage associated with virus attacks
is generated by ignorance and misunderstanding rather than direct virus
damage, direct intentional damage to systems and remains a real threat - the
damage caused by a corrupted database or inaccessible systems may be
serious enough to put an enterprise effectively out of business. There are,
however, many advantages to the consumer in acquiring a better
understanding of corporate virus management issues, rather than relying on
the expertise of the vendor, which is generally more focused on viral/anti-viral
technology. Of course, corporate virus management is not independent of the
technology, but is focused less on the software engineering aspects of anti-
virus technology than on the practical application of that technology in the
workplace, an issue which has implications far beyond the installation,
configuration and maintenance of software.

This paper aims to summarize the most essential issues in a form which is
readily accessible to managers and IT professionals who aren’t security
specialists. Unlike most previous attempts at such a summary, it considers
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the virus problem less from a technological viewpoint than from a strategic
viewpoint. In principle, anti-virus/anti-malware products are as consumer-
driven as any other software. In practice, the mystique and mythology that
cling to virus/anti-virus technology and practice tend to result in the product
defining the strategy rather than vice versa. Establishing a model for the
corporate anti-malware management function independently of specific
technologies and product allegiances dispels some of that mystique, and
returns some control to the customer.

This paper challenges a number of common assumptions about the nature of
virus damage and the way in which it’s measured, the way in which we
measure the cost of defensive measures, the way in which we think about the
corporate malware-management function (if at all), and the effectiveness of
“out-of-the box” anti-malware solutions in addressing all the needs of the
enterprise embodied in the malware-management function.

In real life, an analysis of what constitutes a comprehensive malware-
management function as an enterprise-wide element of the organizational
infrastructure shorn of vendor allegiances, indicates that there are significant
aspects of this function which are not usually addressed at all by anti-virus
vendors, while others require more than an out-of-the-box solution. They
need to be tailored to the needs and attributes of the client organization by an
individual or team with appropriate expertise and experience, irrespective
whether they work for client organization, the vendor, or a third-party
consultancy.

This paper therefore examines virus damage and costs both as a separate
issue and as a component of the total virus-defence cost model. It examines
in detail the elements which comprise a comprehensive malware
management function, and the ways in which commercial software does and
doesn’t map to it. Approaching the anti-malware function from a strategic
rather than from a tactical point of view is not altogether comfortable: it
disallows antivirus software deployment in terms of “Pick a box and give
everybody the software”, and makes it harder to disown the task by offloading
it  onto a hard-pressed systems administrator or untrained desktop support
person. By stripping some of the mystique which clings to virus/antivirus
technology and practice, however, it does empower management to take
back some control and allow strategy to drive technology, rather than letting
the product drive strategy. It gives security practitioners a basis for preparing
cost and risk analyses and defining their own jobs in terms of virus
management. It will also be of interest to vendors who are receptive to
improving their response to customer needs beyond simple virus detection
and removal.

Anti-Virus or Anti-Malware?

This is a time of transition in the field of malware management, in the types of
technology available to implement it. Unfortunately, the lack of a universally
accepted definition of malware reflects the prevailing confusion. In this paper,
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malware is used in its broadest sense, that is, as a contraction of the general
term ‘malicious software’. This can, in theory, include a wide range of
programmed threats, including viruses, Trojan Horses, worms, and less
common threats such as rabbits. Anti-virus software, by far the most
commonly used form of anti-malware program to be found on the desktop,
deals primarily with viruses (of course), though vendors who formerly
concentrated on virus management are now addressing other types of
programmed threat, while vendors in other security areas such as firewalls
are also addressing viruses and related threats through mail filtering, HTTP
filtering etc.

Trojan horses are programs which purport to perform one function (and may
even do so), but (also) perform a quite different function which the victim
would not expect or wish. Trojan horses have been used to mount attacks on
system or data integrity and availability (by the destruction or corruption of
files and/or file systems, for example), and on confidentiality, e.g. by stealing
passwords. Some programs which meet the above definition but have a
flippant rather than a destructive effect may sometimes be referred to as
jokes rather than as Trojan horses, though even these may cause
considerable . Many antivirus programs also detect some common Trojans
and classes of Trojans (AOL password-stealing Trojans, for instance), and
even some jokes. In general, though, comprehensive detection of Trojans can
not be implemented using conventional anti-virus technology, either virus-
specific or heuristic. (Some of the associated problems are addressed in the
discussion section of this paper.)

There has been a trend recently towards equating the terms “malware” and
“Trojan horse”, this usage prevents the use of a useful general term. One
researcher (Whalley, 1998) proposes the alternative ‘non-viral malware’. This
avoids the longstanding confusion between Trojans and viruses, but begs the
question as to what is meant by ‘viral’ - opinion varies on whether certain
current threats are viruses or worms, both of which have the property of
replication. While worms have long been primarily a network/internetwork
issue rather than an issue that needs to be addressed at the desktop, this
situation has changed in the last year or two with the emergence of a number
of threats which better meet classic definitions of worms than of viruses, yet
are primarily threats to desktop machines - AutoStart, for example.

At least one antivirus vendor now distinguishes between password stealers
and Trojan horses. This does make a useful distinction between two types of
threat, but creates a problem with terminology, in that both password stealers
and destructive ‘non-viral malware’ match classic definitions of a Trojan
horse, so that the term could be applied both to set and to subset.

Literature Review

Lies, Damned Lies, and Virus Statistics
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Everyone “knows” that viruses cause damage, even the virus writers and
distributors who generally blame the damage on the victim. However, the
security industry is of little help to us in measuring and putting a price tag on
this damage, and this puts a question mark against their effectiveness in
countering the threat. Most vendors quote (or extrapolate figures) from high-
profile surveys (ICSA, 1996; ICSA 1997; ICSA 1998; NCC/BISS 1998),
without questioning the statistical basis of such surveys.

In fact, they are based on a small, more-or-less self-selecting group of
respondents, representing an unusually small proportion of the survey
population, probably reflecting a reluctance in many organizations to discuss
any sort of security breach. ICSA surveys hint at an awareness of that the
respondent may not be best-qualified to assess the extent and cost of virus-
related damage, but don’t really explore the statistical implications of this
unreliability, let alone question the value of a survey based on an
undependable source of information. Kabay (Kabay, 1996) alludes to this
“problem of ascertainment”, and points out that

“...even if people were reporting all the computer crimes and accidents
they knew about, we would still not know about the crimes and accidents
that have not yet been discovered.”

However, an equally valid concern is the question of problem misdiagnosis
associated with, for instance, virus scanner false positives, hoax alerts, jokes,
behaviour blockers flagging suspicious behaviour, misinformation (intentional
or otherwise), attribution of specific damage to an unrelated virus problem.
Experience of problems of this sort in the field indicates how unsafe statistics
based on the evidence of individuals with very mixed technical abilities can
be.

Survey definitions of a virus attack also focus almost entirely on successful
virus attacks (in larger organizations) - that is, incidents where a virus takes
hold on a system or systems before it’s detected, and the consequent cost of
cleaning up. By not taking into account viruses which are detected at the
point of entry, such surveys tend to exaggerate the perceived cost of virus
attacks while failing to acknowledge the sheer number of virus incidents.
They also play down the (considerable) costs associated with procurement
and maintenance of anti-virus software and completely ignore the other
associated costs of an enterprise’s malware-management function.

Not that such magic numbers, however inaccurate in themselves, are totally
without value. Virus management addresses boundary conditions and worst
cases, which don’t lend themselves to accurate quantification. A recent article
on content security
(Harris, 1998) quotes an average cost per virus infection in the UK as
“between £500 and £9000” with the interesting contention that “non-average
infections will cost a lot more.” The average cost per US virus attack is
quoted as $16,000 (no source for these figures is quoted). Poor statistics, but
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good psychology: Just what’s needed to present to the board to justify the
cost of anti-malware “insurance”.

Such figures can be very persuasive when weighed against the unit cost of
software, but don’t necessarily take into account the peripheral costs
engendered, for instance, by anti-virus software “false-alarming” (diagnosing
a virus infection where non-exists), by hoax management, or by inappropriate
or over-zealous recovery measures such as shutting down a network while
checking workstations for instances of a pure boot-sector virus, or
unnecessary reformatting of hard drives and reinstallation of software. Sadly,
inappropriate measures are to some extent institutionalized by their inclusion
in widely used standards documents such as BS7799 (BSI, 1995), which
states in its currently published incarnation that

“....virus ‘repair’ software should be used with caution and only in cases
where virus characteristics are fully understood and the correct repair is
certain.”

Unfortunately, slavish adherence to this stricture means that unless an
organization has total faith in the capability of its chosen software to act
appropriately under all circumstances, it cannot allow itself the luxury of the
transparent automatic disinfection of viruses which so many organizations
crave, and so many vendors are anxious to promote as a selling point.

A number of vendors have taken the approach of comparing the average cost
of a virus attack, as measured by the major surveys, to the unit cost of anti-
virus software. This is disingenuous. Even if we assume that surveys
measure virus damage accurately, and that the vendor has correctly
extrapolated from the survey statistics (no small assumption in itself), unit
cost is only one component of the overall cost of ownership of specific
software, which is in itself only one component of the whole range of anti-
virus and anti-malware measures (ranging from simple measures such as
disabling booting from floppy disk (to restrict the spread of bootsector
viruses) to more general measures such as implementing a comprehensive,
malware-aware backup policy.

Defining Damage

In fact, formal consideration of what constitutes damage is rather sparse.
Vendor virus information databases, as supplied with anti-virus software or
accessed on vendor websites, may provide information on direct damage
caused by individual viruses, but the quality of such information can vary
widely even between entries in a single database. There are often serious
inconsistencies between entries in the databases offered by different vendors
as regards direct damage caused, let alone the indirect damage with which
this paper is also concerned. The WildList is a useful partial guide to what
viral threats are currently encountered, but isn’t intended as an information
resource as regards actual CIAC (CIAC, 1998) have attempted some formal
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definitions, but these address some aspects of direct intentional and
unintended direct damage rather than secondary damage.

The Malware-Manager’s Job Description

There is a dearth of literature which comprehensively and with reasonable
accuracy considers management of viruses and other malware as a formal
function within an organizational infrastructure in the way attempted by the
NHS IM&T Security Manual (NHS, 1996) in its consideration of the role of the
Information Management and Technology Security Officer. Cobb’s
consideration of basic defences against malicious code (Cobb, 1996) [The
NCSA Guide to PC and LAN Security Chapter 9 pp 396-399: McGraw-Hill]
covers basic principles, but is not particularly detailed.

Of course, subsets of that function are considered in some detail by various
writers: ready-made security policies often include an anti-virus policy,
though non-specialists in the field, even security practitioners in other fields,
often mislead by giving advice based on misconceptions. One recent source
(Overly, 1999 [sic]), for instance, clearly confuses firewall and anti-virus
functionality, despite the conviction of many involved in firewall management
that firewall technology can at best only partially address the virus problem
(Chapman & Zwicky, 1995; Ranum, 1998; Harley, 1998). The ICSA (when it
was still the NCSA) offered a specimen policy (NCSA, 1995) of much higher
quality, though the specific nature of some of its technological content has
resulted in some out-of-date material. A more recent paper (Harley, 1998)
shifts the focus back to general principles by distinguishing between policies,
standards and system-specific guidelines. Having done so, it is the task of
the individual or unit responsible for virus management to apply policies and
strategies in a technically sound manner.

Damage and Costs

As Kabay has commented (Kabay, 1996):

“You should therefore doubt the accuracy of all statistics about the
incidence of damage and threats to information systems. Having said all
that, however, we still must explain to managers and others why we want
to spend their money on security.”

This paper will not offer cost formulae, based on misused survey data, which
can be plugged into a spreadsheet to calculate the potential cost of virus
infections which can then be set against the unit cost of defensive software.
It’s poor practice to base buying decisions on such arbitrary figures,
especially when they fail to take into account the cost of ownership issue.
What it can do is offer a model for defining firstly damage, and then costs.

Why consider damage? Because the cost of uncontrolled outbreaks is what
we weigh against the very considerable costs of  installing prophylactic
measures. Of course, cost of installing and/or upgrading  anti-malware
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measures to an adequate standard (and subsequent maintenance costs) may
also be considered under post-traumatic costs. However, this is a
manifestation of secondary virus damage which is sustained by individuals
and organizations irrespective of whether or not they have sustained direct
virus damage, and from a cost analysis point of view, it’s more convenient to
treat it as a separate issue.
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Damage

First of all, we can consider virus damage in terms of the model which
follows. The following definitions are assumed:

Table 1

Working Definitions

Direct infection refers to the installation of replicative code onto a host system. It
may also be loosely applied to the placing of non-replicative code (Trojans etc.) onto
a system without any code being run other than file copy commands
Indirect infection refers to the copying of replicative code (latent viruses) to a system
without the execution of infective/installation code.
The host computer is the target computer, especially an IBM-compatible PC or
Apple Macintosh in practice, but in principle any workstation or server.
A host application is an application platform which is vulnerable to a particular class
of threat, such as Word for Windows and its susceptibility to macro viruses and
Trojans.
The host environment refers to combinations of hardware, operating
systems/operating environments (to distinguish between Windows NT and versions
of Windows which overlay a DOS kernel), and (if applicable) host applications.
These combinations basically define the susceptibility of an individual system to
particular classes of malware.
Heterogeneous virus transmission refers to the dissemination of latent viruses via a
host system which is itself immune to that particular class of threat (Raditti, 1992;
Harley, 1997).
Payload (warhead) is a term which seems to be considered too obvious to require a
definition. It’s used here to describe the intended effect (deliberately destructive or
otherwise) of a piece of malware, as distinct from
(1) replicative (infective) code, the defining characteristic of a virus, and (2) the
trigger routine which activates the payload when a pre-defined set of conditions is
met. A payload doesn’t have to be destructive (though a payload doesn’t have to be
intentionally destructive to cause major accidental or secondary damage), and a
virus doesn’t have to have a payload at all. However, a Trojan Horse without a
payload would be something of an oddity.
Primary infection refers to the infection of a specific, individual host system.
Secondary infection refers fan-out of infection from a given system to others via the
following means:
♦ normal execution of viral mechanisms, i.e. the infection of files, media or disk

images by execution of replicative code.
♦ deliberate or unwitting installation of a virus by way of a dropper passed on from

the previous system or individual in the chain.
Latent transmission refers to deliberate or unwitting copying of infected file, disk, or
disk image from one system to the next without execution of the infective code, or
by heterogeneous transmission via immune platforms.

Primary damage is normally associated with viruses and other malicious code
not identified and prevented from executing at the point of entry. Primary
damage can conveniently be defined as:
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(1) Damage to systems and data when the target computing environment is
modified by the virus or Trojan Horse accessing the system. While non-
replicating malware rarely causes damage (apart from the theft of storage
space) to a system until some kind of intentionally destructive payload is
executed, it is by no means uncommon for a virus to cause significant
damage simply by being installed, independently of the delivery of any
payload. This type of primary damage frequently arises from boundary
conditions which weren’t taking into account by the virus author.

For example, viruses which don’t normally cause visible damage on older
DOS or Windows systems can suddenly cause difficulties in removal on a
FAT32 system (Overton, 1997), damage an executable file by modifying it in
such a way that the operating environment will no longer run it, or bring down
a PC running Windows NT by displacement or encryption of system areas
(Harley, 1998).

All viruses cause minor damage in terms of corruption of system files and
system areas (e.g. the DOS and Master Boot Records, the File Allocation
Table etc. by random or non-random disk writes including displacement of
system areas), by modification of the environment so as to install the
replicative code. Most viruses also make modifications to the environment in
an attempt to conceal their presence (stealthing), including such measures as
modifying the functionality of Word (Wm.Cap, for example) or modifying
CMOS to compromise the system’s ability to clean boot. In many cases, the
effects of these changes are not perceptible in the absence of anti-virus
software, or the effects are not recognised as indicating the presence of a
virus. However, types of modification and possible consequences include the
examples in Table 2.
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Table 2

Impact of Viral Infection on the Computing Environment

Theft of memory (result - reduced functionality/performance: some code no longer
runs).
Theft of disk space (reduced functionality/performance: some code no longer runs
or is removed; data, application files or system areas partly or totally overwritten;
infected files no longer function properly)
Theft of clock cycles (slower processes; time-critical processes behave
unpredictably; resource-intensive software loses functionality/performance)
General incompatibility/de-stabilization
♦ System software/applications/utilities display unpredictable behaviour
♦ General Protection Faults & similar conflicts and errors are encountered
♦ Parity and checksum errors
♦ Loss of performance due to loss of (e.g.) 32-bit access
♦ Overwritten disk management software
♦ Loss of access to system areas, possibly entailing lost access to normally

mounted values and subsequent unavailability of data and/or applications.

Note. It can be argued that any ‘real’ virus entails some form of ‘damage’, i.e.
impact on performance in one or more of the classes of impact described in
this table. Both real and imagined viruses (the latter including those
described in hoax alerts) can also have psychosocial consequences.
Determining the real potential impact of a perceived threat can be a serious
drain, not only on the officially-appointed malware manager, but on the
helpdesk, management, and users/clients. Damage due to inappropriate
reaction to a perceived threat also has a psychosocial dimension, but is
better considered as secondary damage.

(2) Damage (intentional or otherwise) to systems and data when the payload
is delivered.

A long-standing debate in some circles relates to the potential damage to
hardware damage by malicious code. Fanciful descriptions of mangled
hardware are commonplace in hoax virus alerts, and there are many
apocryphal or at least unverified stories of (often obsolete) hardware
damaged by software. While it’s not impossible that such damage can be
sustained by particular hardware under some circumstances (overdriving of a
video card is a common quoted potential risk), viruses which use this kind of
attack exist largely in the fevered imaginations of virus writers, and would, in
general, have an extremely limited impact. However, the CIH/Spacefiller
virus, though it doesn’t literally destroy hardware, can effectively render some
PCs unusable by writing garbage to a flashable BIOS chip.

The significance of CIH is less in the virus itself than in the potential of the
concept. In fact, it’s by no means the first virus which is capable of conning
the victim into discarding apparently dysfunctional hardware, though there
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are no useful statistics exist as to how many serviceable hard disks have
been dumped as a result of virus action. In some cases, though, it may be
cheaper to discard a FlashTrashed motherboard than replace a soldered
BIOS, in which case the distinction between hardware and firmware damage
looks pretty academic. In most reported cases where CIH has triggered
(delivered its payload) before detection, though, the significant damage
seems to have been restricted to trashing the hard disk (which can be serious
enough), as is characteristic of earlier destructive viruses. However, the
concept has been demonstrated effectively enough to raise the spectre of
future viruses which will implement it more efficiently. Furthermore, BIOS
chips are only one instance of the use of flash EPROMs: viruses or Trojan
Horses which target flashable hard disks, for instance, are by no means
impossible (Vandevenne, 1998).

Table 3

Direct Damage from Virus and Non-Replicative Malware Payloads

Attacks on availability
♦ Deletion of files and sub-directories
♦ Renaming of files
♦ Encryption of files, disks or system areas
♦ Unauthorized calls to system software such as FORMAT, FDISK etc.
Attacks on integrity
♦ Corruption of system files and system areas (e.g. the DOS and Master Boot

Records, the File Allocation Table etc. by random or non-random disk writes
including displacement of system areas.

♦ Data diddling - modification of targeted data files, for example modification of
spreadsheet formulae

♦ Corruption of application files and data files by unauthorized file writes
Attacks on confidentiality
♦ Capturing and forwarding passwords
♦ Forwarding personal and confidential files to newsgroups etc.

Note. Viruses and malware have an impact across all the three areas
ascribed to the classic security model, as well as other areas such as
accountability.

Viruses in particular often have a more trivial payload, such as a visual or
audio effect or message, which in itself may not be considered to merit
classification as primary damage. Unfortunately, a computer user faced with
some such symptom may react inappropriately and cause more damage than
the virus itself. This is a manifestation of what might be called secondary
damage, which can be defined as:

Secondary damage can be defined as:

• Fan-out of direct damage as defined above to other PC systems as a
result of secondary infection.
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• Damage caused by misunderstanding and inappropriate response to
problems: scrapping of systems or system components, unnecessary re-
formatting, inappropriate use of disk recovery utilities.

• Indirect damage as a result of secondary infection: this includes
psychosocial risks such as damage to morale through insecurity and
scapegoating; business risks such as loss of confidence, reputation and
credibility; legal risks such as litigation resulting from infection and
possible damage sustained by peer organizations; punitive action for
breach of prescribed standards and policies, contracts etc. (penalty
clauses, withdrawal of previous agreements; penalties associated with
non-compliance with Data Protection legislation

• Damage as a result of attempts at concealment (inappropriate physical
measures, secondary infection due to unavailability of relevant
information).

• Traumatic costs: checking, restoring or repairing operating environments,
programs, and data; cost of implementing or upgrading anti-malware
defences (considered at greater length below).

Pre-emptive costs associated with implementation or upgrading of anti-
malware defences as a barrier against a perceived future threat is considered
separately in the next section, though in real life the distinction between
traumatic costs and pre-emptive costs is not so clearcut.

Costs

There are several good reasons for resenting the encroachment of virus
writers and other cyber-vandals onto systems and desktops where they don’t
belong. Perhaps the greatest cause of annoyance is that the cost of
(functionally) effective malware management sometimes seems
disproportionate to the perceived benefits, especially when considered in
terms of
• Procurement costs (risk analysis, cost analysis, evaluation, licence

procurement, measured in terms either of unavailability of staff for other
in-house tasks, or in terms of the costs associated with consultancy,
outsourcing, management decision-making processes etc.)

• Initial implementation (planning, configuration testing, compatibility
testing, initial rollout)

• Maintenance costs (distribution of updates, incident management, user
education, IT staff training, implementation of policies and standards)

• Negative impact of defensive measures on system performance and on
employee morale and performance

• Costs of the ongoing postural reassessment cycle: the reassessment
process must take account of changing corporate vulnerabilities and
needs, reflecting changes in malware and anti-malware technology.

Experience suggests that most organizations consistently underestimate the
costs and scope of a comprehensive corporate malware-management
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function. Sometimes this is due to complete ignorance of the issues involved:
often, it results from a more or less conscious decision to reduce pre-
procurement and administration costs by focusing on the hasty purchase of
an out-of-the-box solution, by heavy reliance on outside consultants, by
outsourcing, or by a combination of these approaches. These methods all
refer significant elements of the corporate malware-management (as it is
defined in this paper) to third parties. Farming out implementation and
maintenance may be viable, especially for a large concern, but an
organization which also leaves its fact-finding and strategy to a vendor or
consultancy risks finishing up with a solution which is neither cost-effective
nor functionally-effective, and no dependable means of assessing its
effectiveness.

The cost of a potential attack which is forestalled at point of entry is not
usually easily quantifiable (though this section has indicated the danger
areas) and is not, therefore, always taken into account when an organization
tries to balance cost of implementation against perceived risk. However, the
cost of implementing defences against such attacks is readily (if not
completely) quantifiable in terms of software unit and update costs, salary
costs for staff engaged in virus management, training costs, cost of diversion
from other duties, budgeted resources etc. Even if these costs are not
examined in any detail, any cost-conscious manager can identify such a large
potential cost centre. It therefore becomes necessary to examine what
management is or could or should be getting for its money. What exactly
constitutes the malware manager’s role?

Managing Malware

Virus management is often seen as either primarily a desktop issue. In fact
virus/malware problem ranges across desktop management, LAN
management, and Internet/Intranet/Extranet management, as well as less
obvious areas such as human resources management, and is probably best
considered as a networks/systems issue. Only by defining the problem
globally is it possible to work towards holistic solutions which cross
boundaries within the organization, rather than relying on piecemeal relief of
individual symptoms.

Management of viruses and other malicious software can be divided into two
main areas: proactive measures and reactive incident management.

Proactive Management

This can conveniently be divided into three main areas: strategy,
development, systems and network administration

The strategic subfunction can be further subdivided into a number of areas
(information gathering/risk analysis; formulation and implementation of
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standards, policies, and guidelines; education and training; integration with
the IS/IT infrastructure).

Information gathering includes more than risk analysis (keeping up with
trends in malware). It also includes tracking trends in anti-malware
technology, in strategic and tactical thinking, market trends, legal
requirements, conformance with external standards, certification etc. and, of
course, product evaluation. Keeping up with anti-malware technology is by no
means the same as keeping up with the market. Sometimes a vendor’s
marketing department makes claims which outstrip the capabilities of the
product (or even its readiness for shipping).

Obviously, it makes sense to keep particular watch on products for which the
organization currently has a licence. The scope and functionality of a given
utility may change (features are added or removed, or older platforms or
configurations are no longer supported: products are removed from or added
to a product range). Anti-virus professionals who regularly evaluate anti-
malware programs probably do so at intervals roughly coincident with the
expiry of current licence arrangements. Those that re-evaluate only when
forced to by extreme circumstances, such as the withdrawal of a core product
or severe breakdown in customer/vendor relations, benefit from (1) avoiding
the cost of regular or rolling (continuous) evaluation (2) a stable environment
which doesn’t require rejigging of system policies, configuration, user training
etc. (3) larger discounts to encourage brand loyalty). The price, however, is
having to trust the good faith of the vendor and their competence in fields
such as development (meeting new types of threats) and maintenance
(regular definitions updates that meet all current threats, support of older
configurations and platforms).

This isn’t to denigrate the importance of risk analysis: on the contrary, it
emphasises its importance. Vendors often emphasise their timely response to
new viruses with monthly, weekly, daily, even hourly definitions updates, and
this is can be important when a new virus or variant, especially a destructive
one, suddenly becomes widespread through distribution through newsgroups
and mailing lists, for instance, though the nature of the virus threat is such
that out of the hundreds of new viruses and variants reported every month,
only a tiny proportion will actually reach the average user’s desktop. While
someone has to be the first to be hit by a new “In The Wild” virus, Burrell
suggests (Burrell, 1998) that

...as long as the customer chooses a “good” product, keeps the
product up-to-date, and utilizes safe computing practices, there is a
strong probability that the viruses that succeed at that user’s site will
be few and far between.
....The data show that the detection mean is more than 3 months prior
to the first appearance of the virus on the Wild List, and therefore far
before the virus has become a problem for many users.
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However, there are many instances where the appearance of a new type of
threat has left computer users exposed to malicious code known to be
already in the wild while vendor labs put together safe and effective
approaches to dealing with them. Users who were aware of the macro virus
problem almost as soon as Wm.Concept appeared were for a while reliant
upon home-brewed WordBasic solutions such as disabling automacros and
detecting the presence of macros without attempting to identify specific
malicious code (commercial solutions still exist which are fundamentally rely
on this generic approach), while vendors came to grips with the complex and
poorly-documented proprietary file formats used by Microsoft applications.
The appearance of seriously polymorphic viruses appears to have been a
significant factor in the disappearance of some antivirus products from the
market, while the AutoStart worm had a similar effect on some Macintosh
packages.

The problem is not only with the varying reaction times of vendors, though,
but with the perceptions of consumers. The “Viruses and the Macintosh” FAQ
(Harley, Lesch; 1998) originally came into existence in reaction to the almost
complete ignorance of the academic community in particular of the cross-
platform potential of the macro virus problem. Even now there are Macintosh
users puzzled to find that their trusty copy of Disinfectant or Gatekeeper (both
discontinued) have failed to find a macro virus on their systems. Not that
vendors don’t bear some responsibility for these phenomena, being much
better at talking about strengths than weaknesses. This is, of course, what
marketing departments are for (Harley, 1999). However, customers are
(despite the frequently-voiced suspicion that “most viruses are written by anti-
virus vendors”) often inclined to “trust me, I’m a vendor.....”, and there’s often
a wide divergence between the ethically and technically informed
observations of anti-virus researchers and the pronouncements of the
marketing department.

Policy, Standards and Guidelines

These underpin the whole anti-malware strategy. This paper assumes that
the classic security model (Garfinkel, Spafford, 1996) applies as well to anti-
malware issues as to other security areas (Harley, 1998):

Policy defines:
• What to protect and why
• Responsibilities of concerned parties
 
Standards define:
• platform-independent codes of practice
• how performance is measured

Guidelines define how standards are implemented in specific environments.
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Table 4

The Malware Management Role: Policy, Standards & Guidelines Subfunction

Standards formulation/implementation
Conformance with external standards and certification
Conformance with legislation: data protection, computer misuse etc.
Policy development
• Security Policies
• Anti-malware policy
• System Security Policies
• Acceptable use of resources
• Acceptable use of Internet (W3, mail, newsgroups etc.)

Note. Anti-virus/anti-malware policies should not be confused with general
security policies, but shouldn’t be held in isolation, either. Policies, standards
and guidelines (however their content is defined) should be sensibly
integrated into a properly maintained document tree. At the same time, it has
to be emphasised that documentation is a foundation, not a complete
building.

Education, Training and Information.

This generally takes two main directions.

(1) Making available necessary information (urgent alerts, policies,
information on procedures and protocols etc.)

(2) Training, which may range from general user education in “practising safe
hex”, through broad training in remote diagnosis for 1st-line support staff and
strict hygienic practices for engineers, to specialized training for individuals
involved with incident management.
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Table 5

The Malware Management Role: Education, Training and Information

Education
• Self-Education
• User Training
• Helpdesk Training
• IS Training
• Management training
Setting up information channels. /dissemination of information
• In-house periodicals
• On-Line Services (Intranet, mailing lists)

 
 Note. Part of the malware management function is not only to keep abreast of

malware and anti-malware technology, but to arrange internal and external
training and information flow. This may include authoring and delivery of in-
house courses, arranging third-party training, outsourcing educational
services etc.

 
 Systems/Network Administration
 
 Thinking of malware management as a desktop issue because the 1st line of

defence is desktop anti-virus software is like thinking of networking as a
desktop issue because that’s where the network services client software is.
Conceptually, it can be argued that this is so because the desktop is the
ordinary user’s “window” onto the network and central systems. However, this
ignores the administrator’s role in maintaining the view from that window.

 
 In many organizations, responsibility for implementation of virus management is

a sub-function of system security in general, which is generally and inevitably
part of a system manager’s job description - it simply doesn’t make sense to
make system administration and system security totally discrete. Tying
together desktop administration, network administration, and system
administration, is correct in principle, but often falls down in practice in the
security area, especially in the rather specialized area of virus management.
A Unix administrator, for instance, may and should be well-acquainted with
issues relating to maintaining system and file integrity on servers, but may
never think that a Unix box used as an FTP or HTTP server may be a
channel for secondary infection through files including code which can’t
execute at all under Unix but will do so very nicely when downloaded to a
Windows PC. After all, who perceives Unix viruses as a threat? The following
tables detail some of the relevant issues.
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 Table 6

The Malware Management Role: System Administration/Integration

Integration with whole IT infrastructure
• protecting server-side systems and applications from infection
• protecting shared files/directories from infection
• latent viruses: preventing inadvertent distribution by protecting FTP servers,

shared network volumes etc.
• communication between units
• cross-platform issues
• Access control/transitive flow path issues

♦ Restricted access to on-server shared applications and system files (if
the user doesn’t have write access, neither does the virus).

♦ Restricted access to shared data files.
♦ User and group policies

• User authentication through passwords
• Establishment of a coherent document tree, available across the whole

organization
♦ Desktop anti-malware policies and configuration
♦ Network anti-malware policies and configuration

Integration with other security areas
• Software Piracy, Audit, Metering etc.
• Business continuity/Disaster Recovery
• Year 2000 issues
Integration with other software
• software audit/metering/licensing
• helpdesk logging/database/report software
• remote desktop administration (diagnosis, reconfiguration etc.)
• mix ‘n’ match anti-malware software (integrating not only different technologies

such as intrusion detection, on-access and on-demand virus scanning, and
content analysis, but also instances of similar software at different locations
(desktop, mail gateway, firewall, LAN server).

Note. Anti-virus/anti-malware tends to be divorced from the mainstream of
security as practiced by systems administrators in areas not conventionally
associated with virus activity, and the same terminology can be applied quite
differently according to context. The worms detected by some PC or Mac
desktop software are by no means the same threat as was posed by the
Internet worm, however well the abstract definitions of each type of worm
correlate. The term Trojan Horse in the context of multi-user systems has
largely been associated with password stealing. In the context of desktop
machines, the emphasis has tended to be on programs which trash disks or
file systems. This is not to deny that threats against both confidentiality and
availability may be encountered in both contexts.
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Table 7

The Malware Management Function: Systems/Network Administration

aWorkgroup/LAN server protection
bIntranet administration/protection
cInternet/Intranet/Extranet Issues
• Gateway protection
• Firewall/viruswall scanning

• SMTP/POP
• FTP
• HTTP (java, javascript, vbscript, activeX)
• IRC
• NNTP

Other danger areas:
• Modem pool - dial-in/dialback
• concurrent connections (AOL etc.)
• file/disk transfer between office and home
• special risks with road warriors (mobile computing)

Notes
aServer protection is an extension of desktop protection as well as a server-
side issue. If installed and configured appropriately, it can offer early warning
of desktop problems on specific systems.
bLatent viruses/heterogeneous virus transmission
cMost viruses (but not all malware) target the desktop. The main priority is to
protect the desktop, despite the difficulties of
updating/distribution/maintenance. Gateway protection can be a highly
effective supplement, if the organization can afford the extra software and the
performance overheads (the better the network and hardware specification,
the less this is an issue). However, it can’t be a complete substitute. After all,
a high proportion of malware still gains access via removable media.

Installation and distribution of anti-virus and anti-malware software and
updates can, of course, be done by way of one-to-one installations to
individual desktops. However, most modern organizations can implement this
better by using the network as a channel for distribution from a central
resource, using Pull, Push or hybrid distribution models:
• via E-mail
• snailmail (remote units, home workers)
• pull from central repository (FTP, HTTP, automated mail list)
• push from central repository

♦ update from login scripts
♦ remote management systems

• pull from external source such as vendor website or bulletin board
• push from external source such as vendor update mailing list
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Again, distribution is seen here as a systems/network issue.

Development

Many organizations don’t seem to do a hands-on evaluation of anti-malware
software, relying on third-party reports (consultants, comparative magazine
reviews etc.) and selecting a product on criteria such as market share and
cost. Hands-on evaluation can range from skimming the manuals, to
configuration testing with limited detection (perhaps using the EICAR test file
and/or a virus collection acquired in the field on a given site), to (in a minority
of cases) testing with a large collection of viruses. Note that large-scale
testing is not necessarily best practice. As Burrell remarks, “...testing is not
for general users: it should be done by trained anti-virus professionals.”
(Burrell, 1997.)

Table 8

The Malware Management Role: Development Sub-Function

Product evaluation
Configuration testing (ease of installation, configuration and removal)
Function testing
Performance testing (detection rates, transparency)
Installation/rollout/update testing
Pilot schemes
Compatibility testing
Incident management testing
Meeting threats the market doesn’t yet address

Note. This is the most difficult area of the malware manager’s function to
define and quantify. While anti-virus and other security vendors often
encourage researchers to pursue research interests along academic lines, all
but the largest corporates are liable to regard malware management as a
fairly low-grade occupation and resent time spent by engineers on such
issues that could be spent on changing printer cartridges..... Comparison of
installation and update roll-outs as practiced by anti-virus vendors with an
outsourcing service and as practiced by corporates in-house indicates quite a
different sense of priorities. Vendors are sensitive to the constraints of an
accelerated development cycle, since they may have to produce stable
definitions files, patches, or recompiled executables with a frequency and
regularity inconceivable in other areas of software development.
Nevertheless, they tend to favour a protracted testing phase when they
actually roll out an upgrade or update on a customer’s site. There is no
paradox here, however. Anti-virus vendors can’t afford the luxury of long
alpha/beta programmes for major upgrades, let alone minor updates which
might be released monthly, weekly or even more frequently, and are often
painfully aware of the fragility of their current product. Customers who do
their own roll-outs, on the other hand, usually have more faith in the stability
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of their chosen product, and are happier to take shortcuts. The real surprise
here is that major disasters on customer sites aren’t more frequently reported.
Reactive Management

Reactive management of malicious software is primarily incident
management: fire-fighting, in a word, from the logging of a problem with the
Helpdesk, through identification of the nature of the problem as malware-
related, to taking appropriate remedial action. The precise meaning of
“appropriate” varies widely according to whether the incident is a hoax alert, a
known threat identified at the point of entry and before the malicious code
can be executed, a known threat not identified before code was executed, or
a completely new threat. The last case presents particular problems in
identification of the nature of the threat and the necessary counter-measures.
A threat like the AutoStart worm which uses a previously unexploited
loophole and doesn’t broadcast its presence too soon with a conspicuous
payload or symptoms which immediately suggest viral action may evade
discovery for many weeks.

Table 9

The Malware Management Role: Incident Management

Incident logging/Reporting
Confirming existence of a virus, Trojan etc., if necessary by submission of samples
to a research facility.
Disinfection
Dealing with direct damage

Disk/file recovery
Backup/restoration
forensic issues

Advising sources of infection
Secondary Infection

Advising those who might have been infected
Secondary damage

Alleviating panic response/measures
Damage to morale - scapegoating
External fan-out of infection

goodwill
reputation
litigation

Post-infection/disinfection measures
Blocking entry point
Reconfiguration

Dealing with false alarms
Hoax management
Regular Reports/Analysis
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Note. There is, of course, a proactive dimension to incident management, in
that the better it’s designed, the more effective it’s likely to be, though that
effectiveness is likely to derive in part from (often painful) experience.

Table 10

Design of incident management protocols

How are problems reported?
Who deals with them?
Interface with 1st and 2nd line support
Who signs off a completed job?
How are statistics maintained?

Note. The functions and subfunctions described above do not have to be the
sole province of one individual, of course, and in a large organization some
sharing of routine tasks is inevitable, but effective management demands
expertise, authority, and resources (a sufficiency of finance and manpower) in
proportion to the size of the organization and the vulnerability of its systems.

Taxonomy of Anti-malware measures

This paper is not intended to cover yet again the definition of types of
malware, but assumes a reasonable basic knowledge of the subject.
However, it’s probably not safe to assume that all potential readers will have
such a knowledge. For readers who are unsure of their ground, Appendix 1
draws heavily on the alt.comp.virus FAQ (Harley, 1998) to provide some
basic definitions.

Anti-malware measures fall roughly into two areas: pre-emptive (proactive)
and reactive. Reactive measures can be divided further into KVS (Known
Virus Scanning), generic (which doesn’t depend on the threat being precisely
identified), and hybrid (incorporating elements of both approaches). The
adherents of generic software often promote it as being proactive rather than
reactive. This is a something of a fallacy: both generic and KVS software
generally reacts to the presence of (possibly) malicious code on the system,
though it may (depending on type) prevent it from executing.

Pre-emptive/Proactivemeasures modify the environment so that it doesn’t
support a given type of threat, denying it an entry point.

Examples include:
• Change the boot order from A,C to C,A (prevent ‘pure’ boot sector

infectors from executing infective code). Disabling floppy booting
altogether or removal of floppy drives has a similar effect: which measure
is most appropriate (or even possible) depends on the type of hardware
and firmware.
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• Prevent modification of the boot-sector by hardware, software or firmware
(limits [not prevents, necessarily] infection by various types of malware).

• Disable CD AutoPlay (Macintosh - limits infection by the AutoStart worms)
• Don’t use macro-virus friendly applications
• Refresh applications and system files from a trusted copy
• Use desktop lockdown to limit write-access to local system files and

application files
• Use of hardware/user profiles
• Use desktop access-control software to restrict user access and therefore

virus access.

Servers
• Use system and network access controls to limit write-access to server-

hosted files, including system-owned files, shared applications, and files
owned by other users.

• Educate system managers in anti-malware hygienic practices. Principle of
least privilege: don’t use privileged accounts any more than necessary;
minimize write-access to system files.

Computer Users
• Education in hygienic practices
• Access to necessary information (alerts, policies)
• Hardware profiles
• User profiles
• Detect and discard all executables and macros at entry, either on desktop,

at mail gateway, at firewall/viruswall etc. with special reference to mail, ftp,
http, IRC, NNTP, and without distinguishing between “good” and “bad”
code.

Media
• Encourage write protection where possible
• Formulate a media usage policy

Reactive Measures

Generic measures are not based on the exact (or inexact) identification of
specific malicious code, but on symptoms which suggest its presence,
including
• Integrity checking - checksum changes indicating unexpected modification
• Bait files - files kept specifically to attract suspicious modifications
• Monitoring - background checking for suspicious modification of the

environment
• Behaviour Blocking - as monitoring, but prevents execution of the

suspicious code, or the effect of that execution

KVS (Known Virus Scanning) is mainly based on on-demand scanning (one
shot scans of files, directories, volumes or systems executed by user or by
scheduling software) or on-access (realtime) scanning - files and disks are
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scanned each time they’re accessed. The scanning software in either case
may reside on the workstation, LAN server, or on gateway machines (mail
gateways, firewall servers, dedicated viruswall servers) addressing particular
internet protocols (especially mail, ftp and http). Nowadays, the need to
protect workstations and application servers is pretty well understood. The
need to protect Internet/Intranet/Extranet servers from issues such as latent
viruses is less well understood.

In fact, most organizations use, knowingly or otherwise, a hybrid defensive
model.

It is now very common for known virus scanners to offer a heuristic mode, in
which they attempt to detect viruses by analysing a program’s structure and
behaviour rather than by looking for a scan string known to characterize a
given virus. In fact, it’s been pointed out many times (Nachenberg, 1998;
Harley, 1998) that all scanners favour a degree of heuristic analysis over
‘real’ exact identification: it’s one of the compromises which keeps scanner
performance acceptably fast. Detection of non-replicative malware can be
implemented on the same model.

Scanner-oriented packages often include some form of integrity checking,
and sometimes additional tools such as bait files.

Access control software, while often to some degree pre-emptive, is also
increasingly marketed in combination with known-virus scanning and/or other
more or less generic software. A common multilayered model which has been
offered by vendors better known for their KVS solutions includes some
combination of removable media authentication on a ‘gateway’ machine
(rather like the sheepdip or footbath machine still favoured by some
organizations but capable of allowing or denying access to unvalidated
media), user authentication by password, conventional known virus scanning,
heuristic analysis, discarding of documents containing macros etc. In fact, the
use of footbath machines to re-validate (after scanning) a diskette whose
“fingerprint” has been changed is basically a variant of classic integrity
checking.

Discussion and Conclusion

Mapping Technology to Function

The question needs to be considered as to how anti-virus technology might
be better mapped to the client organization’s needs, as represented in the
foregoing virus management model. Anti-malware technology in this context
is best considered in terms of functional specification, rather than in terms of
detailed implementation, and reference is made both to existing practice and
to some possible further improvements in functionality.
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Administering anti-malware technology can be seen as a series of attempts to
strike a balance between conflicting factors, e.g.
• cost of potential damage versus cost of ownership of the software
• functionality versus transparency
• bandwidth versus ease of administration

Potential damage is hard to quantify: the more successful an anti-malware
strategy is, the less there is to show for it: indeed, anti-virus vendors currently
seem to find that total transparency is a particularly saleable concept. Cost of
ownership is rather more conspicuous - it’s hard to pass off anti-malware
precautions as anything but a cost centre. The accounts ledger shows money
going out to the vendors, but nothing coming in.

Maintaining transparency is, in some senses, a nightmare for the malware
manager. Bulletin boards, newsgroups etc. are often visited by computer
users who assert that their chosen product is the best because they’ve used
it since the War of Jenkins’ Ear and never had a virus. To the anti-malware
professional, though, this doesn’t say that the user doesn’t have a virus. It
says that no virus has been detected. This could be because there’s never
been a virus, but it could also be because the product can’t detect any of the
viruses which have visited, or because the product is misconfigured and can’t
actually detect anything, or because the product is configured to disinfect any
visiting virus automatically and without any attempt to notify the user except
to write to a logfile which is never inspected because no-one knows it’s there.
The last possibility may be the most preferable, but it’s far from ideal, and
begs a number of questions.

Is the product dependable at identifying malware? Does it disinfect properly?
How does it deal with overwriting viruses, Trojan Horses, or jokes? Is it false
alarming and removing or corrupting innocent files? How well does it cope
with standard types of file encryption?

While this paper focuses primarily on malware management and especially
virus management, it can be seen that this represents only part of the
problem. Many other applications of content analysis and filtering resist
complete automation: intrusion detection,spam control, monitoring for illegal
or unethical content such as pornography or copyrighted material, and hoax
management, for instance. Intrusion detection, while rather out of scope for
this paper, is particularly interesting, in that participants in that field often
draw comparisons with anti-virus programs and use similar terminology
(signature, false positive), though the commonest approach to engineering
IDS software is closer to integrity checking (detection of changes in system
programs) than it is to KVS software (Garfinkel, Spafford. 1997)

Absolute transparency is fine for products in which the malware manager has
absolute trust. In real life, it’s less useful. The more useful aim is moderate
transparency for the user, but not necessarily for the malware manager. At
the very least, s/he may need a record of what’s been dealt with so as to
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have statistics to hand to help justify the budget impact next time the licence
is due for renewal. S/he may well be prepared to trade off some transparency
for the user against enhanced ability to track incidents and intervene where
an automated response can’t be guaranteed to be appropriate (a viral
infection which can’t be repaired by a given scanner, for instance, or may be
misrepaired through misidentification). Non-replicative malware and
borderline cases such as test files and joke programs can cause particular
difficulties in terms of identification. The same program may be defined as a
utility or as malware according to context. A disk format is, in a sense, only
destructive if it’s not what the user intended, and even then it may be the
result of accident or misunderstanding rather than malice. Implementing a
heuristic which will detect possibly destructive behaviour such as attempting
a track format or zero-ing a FAT entry is trivial, compared to recognising
whether a program which implements such behaviour is intentionally
malicious. (Even a program called SEXYPICS.EXE might have legitimate
reasons for formatting a disk.) Setting of appropriate default actions on
detection is not necessarily straightforward, either, especially if some form of
heuristic analysis is in use. Ignore is obviously unsafe; alert only is neither
transparent nor safe, alert and block execution is obtrusive, delete is
obtrusive and may be seriously inappropriate.

As the virus total rises remorselessly, the issue of detection impacting on
performance continues to preoccupy both users and vendors. Over time,
vendors have been prompted by user dissatisfaction with processing
overheads to devote resources to reduce scanner speed and footprint in
memory, despite the need to detect an ever-increasing range of threats,
accessing a widening range of vulnerabilities.

From simple on-demand scanners detecting one or two individual viruses,
scanning technology (the most successful in terms of marketshare) has
advanced through DOS TSR (memory-resident) software, 16/32-bit Windows
VxD (memory-resident) scanners. The trend away from routine (scheduled)
use of on-demand scanners and towards checking files as they’re accessed
is indicative of the need to distribute the processing load and reduce the
visible impact on system performance as a whole. Anti-virus suites have, in
the past, incorporated a wide range of measures; not only a mixture of known
virus scanners (nowadays normally including heuristic analysis for detection
of unknown viruses), but also some form of integrity checking, plus a number
of supplementary tools sometimes including disk editors, bait files, drivers to
counterfeit write protection for fixed disks, diskette authentication etc. Many
of these tools are no longer supplied, either because they’re no longer seen
as universally safe and effective, or because there appears to be no
particular demand for them in a market which favours more automation or
3rd-party intervention rather than users with a primarily hands-on approach to
virus management.
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Table 11

Vendors as a Source of Education, Information, and Support

websites
• on-line diagnosis of virus-related problems
• product information
• virus information databases. These are often worryingly divergent from

vendor site to vendor site, and light on useful information.
• mailing lists/discussion groups/tech support
• FAQs (Frequently Asked Questions documents
• white papers
• faxback

Off-line diagnosis of suspicious files and media sent by customer
‘Push’ information

• alerts posted to mailing lists
• mail-outs and fax-outs
• sponsored periodicals, news-sheets etc.

Help-line (phone, fax, e-mail).
Presence on vendor-independent newsgroups
Outsourcing/Consultancy

• site-specific helpline
• rollout of anti-virus software and updates
• incident management service
• technical support
• access to beta software

Support for testing and evaluation: restricted access to viruses and laboratory
testing environment.
Cleanup teams/support

Note. There seems to be something of a drift away from other traditional
vendor resources (supplementary programs and services). A particularly
noticeable trend is a reduction in available virus workshops and courses in
virus management in favour of seminars and executive briefings with a heavy
marketing bias, and a corresponding increase in emphasis on consultancy
and outsourcing services. There is a trend away from DIY virus management
towards (1) auto-detection and -disinfection (2) maximising profits by making
outsourcing and consultancy a core service.
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Recommendations for Researchers

I’m not a researcher. But there are some questions I’d like to see answered.

There is a serious shortage of quality data in the anti-virus/anti-malware area.
Anti-malware professionals spend a lot of time dealing with “what everyone
knows”. How do we measure it? Not very well, one suspects. There is a
considerable emphasis on quantitative data which is notoriously hard to
gather in the security field. Perhaps a shift in emphasis away from
quantitative to qualitative data would tell us more than present approaches?
At least move away from blind dependence on users’ estimates. In general,
AV people within organizations are likely to be low status unless they’re
general security people (in which case they may be less virus-literate than
their job status might indicate), and don’t necessarily have access to
sufficient information and resources to offer accurate quantitative data, even
if they have the expertise (in malware management and statistics).

Virus information databases are available on most vendor websites, but the
quality of information is very variable, and not necessarily up-to-date. What
do we really need from such databases? Are they put together by the people
who are best qualified to put together accurate and useful information? Is it
even worth the time of a competent researcher to put together accurate
information when they might be spending the time in other areas of research?
What constitutes useful? Low-level information on what interrupts are
hooked, or higher-level information like:

• Can the invader be disinfected?
• What implications are there for data loss and recovery?
• What modifications does the invader make in an attempt to hide itself, and

does the disinfecting software reverse all those effects?
• Can this informational model be applied to other types of malware?

Burrell (1998) offers a rare attempt to apply frequently cited statistical and
other informational resources (the WildList, VGrep, Virus Bulletin Prevalence
Tables) to question “received wisdom” about the threat from new viruses.
There’s scope for development here: the WildList is not a comprehensive list
of “in the wild” viruses (and is essentially PC-centric), and in any case, new
variations on old themes seem, in general, to be more quickly dealt with by
vendors than completely new threats. If we can glean useful insights
essentially from a little informed file massaging, can we learn even more from
carefully constructed live surveys? How much “received wisdom” has been in
any way tested? Can we confirm the large-scale implication of warez servers,
pornography-friendly newsgroups, exchange of disks between home and
work, and corporate piracy, in the dissemination of viruses and other
malware?  What is an “average” malware attack and what does it really cost?

What does the everyday customer really want from his anti-malware software,
and how can he (or the periodicals he reads) usefully evaluate packages
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individually or comparatively? Are the methodologies used currently in anti-
virus testing applicable to other types of malware?

How do anti-virus/anti-malware professionals in the field (i.e. away from the
vendor R&D teams) perceive their job function and scope? How does it
compare to the expectations of management?

There’s an accepted need for certification of anti-virus and other security
software, and it’s possible for an individual to get professional certification or
a higher degree in security, but anti-virus training seems to be restricted to
short workshops run by a few vendors. Is there a need for an independent
certification standard for virus management, and who would administer it?

Issues for the 21st Century

A century is a long time in computing.... Actual threats change, though
probably slower than is generally acknowledged. Over the last few years,
concerns with malicious software have increased in scope from classic boot
sector viruses, file viruses, and simple Trojan horses, to include more recent
threats such as ISP password stealers, IRC worms, macro viruses and
Trojans, World Wide Web scripting viruses, jokes etc. The computing
platforms have changed, too: not just workstation desktops and servers, but
mail gateways and firewalls, to take into account a proliferation of Internet-
related protocols and transmission media. Vendors are increasingly aware
that customers want protection not only from a few hundred viruses known to
be formally in the wild, or the many thousand others which aren’t in the wild
but might get lucky, but also from a whole range of other threats which
vendors don’t necessarily see as their problem: using technologies which
present quite different technical challenges: spam, intrusion detection,
content analysis for blocking of incoming undesirable material or outgoing
sensitive data.

 The black hats will still be there when Y2K is considered a past problem:
hardware,operating systems, firmware, and applications will obviously
change (though no doubt functionality and range of features will continue to
be prioritized over security), and hopefully anti-virus/anti-malware
development will take those changes into account. However, if the industry is
to become more customer-driven, the industry needs to ensure that the level
of comprehension among corporate customers is high enough to ensure that
what the customer wants includes a high standard of effectiveness as well as
ease of use.
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Appendix

A brief taxonomy of malicious software

The following definitions are reprinted from the alt.comp.virus FAQ (Harley,
1998)

What is a virus (and what are Trojans and Worms)?

A (computer) virus is a program (a block of executable code) which attaches
itself to, overwrites or otherwise replaces another program in order to
reproduce itself without the knowledge of the PC user.

Most viruses are comparatively harmless, and may be present for years with
no noticeable effect: some, however, may cause random damage to data files
(sometimes insidiously, over a long period) or attempt to destroy files and
disks. Others cause unintended damage. Even benign viruses (apparently
non-destructive viruses) cause significant damage by occupying disk space
and/or main memory, by using up CPU processing time, and by the time and
expense wasted in detecting and removing them.

A Trojan Horse is a program intended to perform some covert and usually
malicious act which the victim did not expect or want.  It differs from a
destructive virus in that it doesn’t reproduce, though this distinction is by no
means universally accepted. There is a school of thought which argues that a
virus is a special case of a Trojan horse, but it’s become increasingly
acceptable to distinguish between the two according to whether the program
contains replicative code.

A dropper is a program which installs a virus or Trojan, often covertly.

A worm is a program which spreads (usually) over network connections.
Unlike a virus, it does not attach itself to a host program. In practice, worms
are not normally associated with personal computer systems. There is an
excellent and considerably longer definition in the current version of the
Virus-L FAQ.

(The following is a slightly academic diversion)

A lot of bandwidth is spent on precise definitions of some of the terms above.
I have Fridrik Skulason’s permission to include the following definition of a
virus, which I like because it demonstrates most of the relevant issues.

#1 A virus is a program that is able to replicate - that is, create (possibly
modified) copies of itself.

#2 The replication is intentional, not just a side-effect.
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#3 At least some of the replicants are also viruses, by this definition.

#4 A virus has to attach itself to a host, in the sense that execution of the host
implies execution of the virus.

#1 is the main definition, which distinguishes between viruses and Trojans
and other non-replicating malware.

#2 is necessary to exclude for example a disk-copying program copying a
disk, which contains a copy of itself.

#3 is necessary to exclude “intended” not-quite-viruses.

#4 is necessary to exclude “worms”, but at the same time it has to be broad
enough to include companion viruses and .DOC viruses.

How do viruses work?

A file virus attaches itself to a file (but see the section below or the
comp.virus FAQ on the subject of companion viruses), usually an executable
application (e.g. a word processing program or a DOS program). In general,
file viruses don’t infect data files. However, data files can contain embedded
executable code such as macros, which may be used by virus or trojan
writers. Text files such as batch files, postscript files, and source code which
contain commands that can be compiled or interpreted by another program
are potential targets for malware (malicious software), though such malware
is not at present common.

Boot sector viruses alter the program that is in the first sector (boot sector) of
every DOS-formatted disk. Generally, a boot sector infector executes its own
code (which usually infects the boot sector or partition sector of the hard
disk), then continues the PC bootup (start-up) process. In most cases, all
write-enabled floppies used on that PC from then on will become infected.

Classic multipartite viruses have some of the features of both the above types
of virus. Typically, when an infected *file* is executed, it infects the hard disk
boot sector or partition sector, and thus infects subsequent floppies used or
formatted on the target system.

The following virus types are more fully defined in the comp.virus/VIRUS-L
FAQs:
STEALTH VIRUSES - viruses that go to some length to conceal their
presence from anti-virus programs.
POLYMORPHIC VIRUSES - viruses that cannot be detected by searching for
a simple, single sequence of bytes in a possibly-infected file, since they
change with every replication.
COMPANION VIRUSES - viruses that spread via a file which runs instead of
the file the user intended to run, and then runs the original file. For instance,
the file MYAPP.EXE might be ‘infected’ by creating a file called MYAPP.COM.
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Because of the way DOS works, when the user types MYAPP at the C>
prompt, MYAPP.COM is run instead of MYAPP.EXE. MYAPP.COM runs its
infective routine, then quietly executes MYAPP.EXE. [N.B. this is not the only
possible type of companion (or ‘spawning’) virus.]
ARMOURED VIRUSES - viruses that are specifically written to make it
difficult for an antivirus researcher to find out how they work and what they
do.

How do viruses spread?

A PC is infected with a boot sector virus (or partition sector virus) if it is (re-
)booted (usually by accident) from an infected floppy disk in drive A. Boot
Sector/MBR infectors are the most commonly found viruses, and cannot
normally spread across a network.  These (normally) spread by accident via
floppy disks which may come from virtually any source: unsolicited
demonstration disks, brand-new software (even from reputable sources),
disks used on your PC by salesmen or engineers, new hardware, or repaired
hardware.

A file virus infects other files when the program to which it is attached is run,
and so can spread across a network (often very quickly). They may be spread
from the same sources as boot sector viruses, but also by being copied from
sources such as Internet FTP sites and bulletin boards. (This applies also to
Trojan Horses.)

A classic multipartite virus infects both boot sectors and files (strictly
speaking, other definitions of the term multipartite are perfectly feasible which
would combine other forms of attack). Often, an infected file is used to infect
the boot sector: thus, this is one case where a boot sector infector could
spread across a network.



EICAR Proceedings 1999

35

References

British Standards Institute (1995). British Standard Code of Practice for Information
Security Management (BS7799). London: BSI .

Burrell, Bruce. (1997). Searching for Nirvana: Beating Viruses under Adverse
Conditions. In Proceedings of the 1997 Virus Bulletin International Conference
(pp105-114), Abingdon UK: Virus Bulletin.

Burrell, Bruce. (1998). New Viruses: How great the threat? Proceedings of 1998
Virus Bulletin International Conference (supplement), Abingdon UK: Virus Bulletin.

Chapman, Brent D. & Zwicky, Elizabeth D. (1995). Building Internet Firewalls
Chapter 1 “Why Internet Firewalls?” pp21-22. O’Reilly & Associates.

CIAC. (1998). Damage Definitions Table. In CIAC Computer Virus Information
Update 407 [On-line]. Available from HTTP://ciac.llnl.gov/ (September 1998).

Garfinkel, Simson & Spafford, Gene. 1996. “Practical Unix and Internet Security.
O’Reilly & Associates.

Garfinkel, Simson & Spafford, Gene. 1997. Web Security & Commerce. O’Reilly &
Associates.

Harley, D. & Lesch, S. (1998). “Viruses and the Macintosh” FAQ. [On-line] vs. 1.5h
Available: http://www.macvirus.com/, http://webworlds.co.uk/dharley/ (December
1998).

Harley, D. (In preparation): Myth and CounterMyth in Anti-Virus [on-line]: will be
available: http://www.miningco.com/

Harley, D. (In press). Policy, Education, Security and Computer Viruses. Security
Magazine, Brazil, Security Magazine.

Harley, D. (Submitted). NT and Viruses: What’s the Problem? NTexplorer.
Altrincham, UK: Duke Communications Ltd.

Harley, D. 1997. Macs and Macros - the State of the Macintosh Nation. Proceedings
of the 1997 Virus Bulletin International Conference (pp67-97), Abingdon, UK: Virus
Bulletin.

Harley, David. (June 1998). “Viruses on the Macintosh Platform” - presentation for a
Mac-Supporters/Apple UK meeting. Available from http://macsupporters.gold.ac.uk/
(September 1998).

Harley, David. 1998. alt.comp.virus Frequently Asked Questions, Version 1.05a :
Part 4 “What about firewalls?” http://webworlds.co.uk/dharley/ (January 1999).

Harris, Andy. (1998). Content Security - It Depends On Who You Are. Information
Security Bulletin 3(8): 23-26.

ICSA (1998) Computer Virus Prevalence Survey. Available http://www.icsa.com/
(October 1998).



EICAR Proceedings 1999

36

Kabay, M. (1996). The NCSA Guide to Enterprise Security - Protecting Information
Assets, New York, McGraw-Hill.

Nachenberg, Carey (1998). Staying Ahead of the Virus Writers: an In-Depth Look at
Heuristics. Virus Bulletin Conference Proceedings (pp85-98) Abingdon, UK. Virus
Bulletin.

NCC/BISS (1998). Information Security: the True Cost to Business Research
Report. Manchester, National Computing Centre.

NHS Executive Information Management Group (1996). The NHS IM&T Security
Manual. UK, Department of Health.

Overly, M. R. (1999) E-policy: how to develop computer, E-mail, and Internet
guidelines to protect your company and its assets., New York: AMACOM.

Radatti, P.V. (1992). Heterogeneous computer viruses in a networked UNIX
environment. Proceedings of the First International Virus Prevention Conference
and Exhibition. NCSA.

Ranum, M. (1998). “Internet Firewalls Frequently Asked Questions (FAQ)” [On-line].
Available http://www.clark.net/pub/mjr/pubs/fwfaq/ (January 1999)

Vandevenne, Pierre (1998). Personal communication.

Whalley, Ian (1998) Talking Trojan Virus Bulletin July 1998 (pp9-10). Abingdon, UK:
Virus Bulletin.


