
 

 1/18 

Spam, Malware, Deception and Impersonation: a Taxonomical 
Approach 
 

David Harley 
National Health Service Information Authority, United Kingdom 
 
 

About the Author 
 

David Harley manages the Threat Assessment Centre for the National Health 
Service in the UK, and has additional responsibilities for managing malware 
and email abuse. He was co-author of “Viruses Revealed” and has 
contributed chapters to several other security books. He has also written and 
presented many articles, conference papers, and Internet publications. While 
much of his research has been focused on malicious code, he has also 
written on email management, programming, policy and risk assessment 
issues, and social engineering. 
 
Mailing address: Threat Assessment Centre, National Health Service 
Information Authority, 42 Percy Street, Greenfields, Shrewsbury, Shropshire 
SY1 2QQ, United Kingdom. Phone: +44 7765 250765; Fax: [01743 365537] 
E-mail: david.harley@nhsia.nhs.uk 
 
 
Descriptors 
 
419, spoofing mass mailers, phishing, Trojans, header forgery, email abuse, 
Realtime Blackhole Lists, heuristics, Bayesian algorithm, greylisting 
blacklisting, whitelisting 

mailto:david.harley@nhsia.nhs.uk


 

 2/18 

 

Spam, Malware Deception and Impersonation: a Taxonomical 
Approach 
 
 

Abstract 
 
Email, the World Wide Web notwithstanding, may have been the “killer application” of 
recent years. It’s an excellent tool for relatively painless binary data transfer and for 
relatively swift and flexible communication. But it is increasingly under threat from 
malicious software, spam, and related forms of email abuse such as chain letters, 
fraud and mail bombing. These, and the secondary problems they generate, are 
among the issues most prominently addressed currently by the media, though rarely 
accurately, and the level of misinformation remains high. In this paper, the most 
common and publicly acknowledged abuses are re-considered and re-defined in the 
light of current approaches, and technical, legal and administrative approaches to 
email abuse management are also considered. Finally, a comprehensive range of 
email abuse management and informational resources are considered. 
 

Introduction 
 
 
Even though well-secured organizations use such tools as authentication and 
encryption to regulate access to email services and traffic (Johnson, 2000), email-
related Internet services such as SMTP are very vulnerable to such abuses as 
impersonation, especially by forging email headers. This type of attack is 
characteristic of mass mailers and of other forms of email abuse, especially spam, 
Impersonation is also characteristic of some Denial of Service attacks such as mail 
bombing and subscription bombing.  
 
However, a whole class of additional problems associated with legitimate end-users 
does not directly involve impersonation (poorly targeted but legitimate advertising, for 
example), but may be affected by impersonation or another form of deception 
elsewhere in the chain of events. Hoaxes are an obvious example. However, since 
any or all of these problems may be seen as “spam”, this paper attempts to 
differentiate between some of the most common forms of email abuse, including 
accidental abuse. Why does this matter? Because the definition of a specific abuse 
to some extent defines what technical approaches, if any, are available and suitable 
to deal with it.  
 

Spam 
 
The term spam is applied by many people to many divergent forms of unsolicited 
bulk email, though it is also applied to abuse of other services such as SMS texting, 
instant messaging, and even facsimile. It was originally applied to (closely-related) 
abuse of newsgroups rather than email, being applied to the posting of large 
numbers of duplicate articles to multiple newsgroups (Barrett, 1996). However, 
problems in this area have been dwarfed by the scale of the email abuse problem. 
There is no universally accepted definition. While the term is frequently associated 
with Unsolicited Bulk Email (UBE) and Unsolicited Commercial Email (UCE, 
essentially a subset of UBE), these terms are somewhat broad. 
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The simplest definition of spam is brief indeed: unsolicited and unwanted email 
(Schwartz & Garfinkel, 1998). However, a high proportion of email is unsolicited, and 
“unwanted” is a subjective view. A traditional spammer’s argument is “If you want it, it 
isn’t spam.” In fact, the most useful recent anti-spam legislation (EC directive, 
CanSpam Act), while still giving us no universal definition of what spam actually is, 
addresses a number of issues that give us a clue. It is not the intention of this paper 
to offer close analysis of the EC Directive, federal legislation within the EC based on 
it, or the rather different US legislation. The issue here is not the nuts and bolts of 
recent legislation, but the areas of abuse it covers, and how far it helps us with the 
management of the email abuse problem. 
 
Recent legislation in Europe is based on EC Directive 2002/58/EC, and is generally 
based on the following principles: 

 that recipients of advertising material should have previously agreed to 
receive such material (this is usually referred to as opt-in), explicitly and by 
virtue of a pre-existing business relationship 

 that such material should continue to include a valid mechanism for opting out 
of receiving advertising material 

 that such material should not have deceptive attributes such as forged 
headers.  

UK legislation which came into force at the end of 2003 is weakened by the fact that 
an exception as regards previous consent is made for business users, which 
effectively reduces anti-spam protection for anyone using a business email address. 
There may be some doubt as to whether the distinction between natural and legal 
persons was meant to be interpreted in this way within the original framework of the 
directive, but the application of the directive by member states as regards legal 
persons is optional. (European Parliament, 2002).  
 
State-specific legislation in the USA ranges from restrictive to virtually no controls. 
US national legislation is softer than the EC directive. It has yet to be seen whether 
the CAN-SPAM legislation will have an appreciable impact, weakened as it is by the 
fact that it relies on opt-out, a system already vastly abused by professional 
spammers, who often include a spurious “opt-out mechanism” within the body of a 
spam message. In general, this either has no effect whatsoever, or is used to 
validate the address as a “live”, suitable candidate for future spamming. 
 
However, all spam-regulation legislation is easier to apply to “accidental” or 
“amateur” spammers (usually legitimate organisations with an inadequate grasp of 
their legal responsibilities) than it is to “hard-core” professional spammers, who are 
responsible for nearly all Unsolicited Commercial Email (UCE), and who show little 
respect for existing laws except in so far as they go to extremes to protect their own 
identities.  
 
Definitions of spam based purely on lack of user consent miss an urgent distinction 
between two kinds of Direct Action Spam  
 

 inappropriate and possibly illegal mass mailing carried out, normally by an 
external agency, from a genuine organization offering a genuine product or 
service, but in breach of targeting good practice and possibly locally applicable 
legislation because unsolicited. Inappropriate mail from an internal source is 
considered to be an example of unintentional abuse rather than true “spam” for 
the purposes of this paper 

  “professional” or “hardcore” spam (we prefer to avoid the latter adjective, as it 
tends to imply pornography, whereas a high percentage of spam has no 
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pornographic content): sent without any attempt to target appropriately and 
bearing a number of unattractive and usually (now) illegal deceptive attributes to 
make the source less vulnerable to being traced 

o deception in the content (fraudulent or unreasonably exaggerated hype 
content, or suggesting a pre-existing relationship with the recipient that 
doesn’t really exist.) 

o deception in the Subject line, tricking the recipient into opening the mail by 
misrepresentation 

o deception in the message envelope (header forgery) designed to obscure 
the source of the spam. 

 
Anti-spam Technology 
 
Some organizations are still very reliant on reactive blocking. This isn’t enough, 
because it has very little effect on professional spammers, though it can be helpful in 
controlling accidents such as mail loops, and legitimate organisations mailing from 
their own domain. If such organisations send bulk mail inappropriately, the recipient 
organization can protest or, in extremis, resort to legal action. However, such 
organisations account for a tiny percentage of junkmail. The problems with the type 
of reactive blocking we do at the moment are, as regards hardcore “professional” 
spam, that: 

1) Someone has to report it before it can be blocked: professional spamming 
software can send out very high volumes of spam in a very short time, so that 
by the time a report is received, there’s a good chance that the mail has 
already reached all its targets. 

2) By the time an address is blocked, the chances are that, if it was a real 
address in the first place, it’s already been cancelled by the provider. 

3) If it wasn’t a real address, then the chances are that the spammer is using 
software that generates multiple forged addresses, so that blocking one 
address doesn’t affect the traffic volume.  

 
It’s not only addresses that are forged. Many header fields are manipulated to make 
it harder to identify the real source of the spam and to make it difficult to filter. The 
From: field, Subject lines and message content are often changed from instance to 
instance of the same spam, to evade anti-spam filters. (This is often referred to as 
polymorphism.) 
 
 
Content filtering (e.g. by keyword in the headers or message body), can be effective 
against some forms of abuse such as 419s, but maintaining filters to keep up is time-
intensive. Keyword filtering is notoriously prone to “false positives” (mail incorrectly 
diagnosed as spam). Even worse, spammers have proved very adept at disguising 
keywords so that they slip past simple keyword filters: for example, S*E*X, p3n1s, or 
by the misuse of HTML like the following HTML code, which is displayed by an 
HTML-aware mail browser as “Banned CD! Government don’t want me to sell it.” 
 
<p>Ban</shockley>ned C</binomial>D! Gov</civilian>ernment d</juno>on't 
wan</football>t m</frankfurter>e t</acme>o s</maureen>ell i</swag>t. 
 
However, heuristic rule sets (described below) that are sufficiently well maintained 
and fine-grained enough to recognise such stratagems actually benefit from them, 
since the presence of such tricks is highly suggestive of spam. However, all content 
filters based on textual analysis are vulnerable to such tricks as packaging the text as 
a graphic rather than as pure text.  
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Fingerprinting works rather like anti-virus (in fact, it’s become increasingly popular 
since anti-virus companies have become interested in anti-spam as a revenue 
stream). Essentially, it consists of a filter based on a fingerprint or signature which 
can be used to identify a known spam message. This is conceptually (and in a sense, 
technically) simple, but has a number of disadvantages. Because it’s reactive, 
someone always has to have been stung first. Because hardcore spam makes use of 
a number of techniques to randomize message content and headers, the defining 
characteristics that generate the fingerprint have to be carefully chosen.  
 
Blacklisting (negative filtering) covers a range of technologies and chokepoints. (In 
fact, the fingerprinting approach described above could be regarded as a form of 
blacklisting.) As noted above, blacklisting individual mail addresses (at the desktop or 
the gateway) isn’t particularly effective against real spam. DNS blacklisting against 
frequently updated blacklists (Realtime Black Lists) is somewhat more effective, but 
is normally done at the gateway. Furthermore, it’s still prone to false positives 
because it’s reactive it may be too late to catch spam from an address that’s been 
and gone, and it’s useless against some spammer techniques. RBLs are effectively 
databases of IP addresses associated with spam (known open relays and proxies, 
generally).  
 
White-listing (positive filtering), where mail is only accepted mail pre-approved 
addresses can cut spam almost to nothing, but unless you are prepared to miss 
something important or useful or desirable from someone you haven’t approved, you 
need to have a form of challenge–response mechanism in place so that people can 
“apply” to get on the invitation list.   
 
If centrally administered, whitelisting can entail a considerable drain on administrative 
time and resources. Quarantining and leaving it up to the recipient to check and 
request release of possible spam within a set time is a popular managed service 
approach. However, the prospective recipient may lose mail they would probably 
have found useful because the sender doesn’t, for whatever reason, use the 
mechanism. 
 
The technique often involves an automated reply to the sender which may be taken 
by a spammer as confirmation that the address is valid. While this may not directly 
disadvantage the intended recipient, since they never see a direct response from the 
spammer, spam traffic will continue to flow, the domain is validated, and there may 
be secondary disadvantages.  
 
Greylisting is an approach somewhere between black- and whitelisting. Essentially, it 
increases automation and is essentially self-maintaining. It takes advantage of the 
fact that spammed mail tends to break some of the rules of normal email delivery.  
 
Collaborative or consensual schemes like Vipul’s razor work on the principle of a 
distributed filtering network relying on end-users or end-sites to contribute information 
on spam they received. It has the disadvantage of still being reactive, and can to 
some extent be compromised by intentional or inadvertent misuse. 
 

Bayesian Algorithms are essentially a limited application of machine learning to a 
heuristic technique. In principle, as the program learns more about what the 
individual considers to be good/bad email, it filters more effectively. This technique 
has been fairly successful against a number of forms of abuse, but some spammers 
have already found ways of reducing its effectiveness. It also requires a fair amount 
of work (especially in the early phases) on the part of the individual end user. 
However, the application of this technique at a gateway level seems to  be a useful 
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addition to the anti-spam administrator’s armoury, albeit requiring significant 
maintenance.. 
 
Heuristic scanners score mail on the basis of a set of rules that establishes certain 
characteristics that suggest spam: a high score exceeds the threshold and is flagged, 
quarantined or discarded. These enjoy a high degree of success with polymorphic 
spam(spam where no two instances of the same message are the same). Anti-spam 
heuristics differ significantly from anti-virus heuristics, which focus on the analysis of 
programmatic code. However, the anti-spam scanner’s focus on message 
characteristics and, in some cases, traffic analysis is actually a valuable complement 
to anti-virus heuristics, since spam and mass mailer messages share a number of 
significant characteristics. Heuristic scanners look for a wide range of patterns that 
may indicate spam such as keywords and keyphrases, spam-characteristic 
grammatical and syntactical oddities, and header anomalies such as misdating, and 
make use of a scoring system to reduce false positives. They are usefully 
implemented at gateway/server level, but require constant updating. They are 
probably best deployed by organisations with significant central resources or using a 
third-party managed service. 

 
These approaches can all help, and the best managed services tend to use 
combinations of many or all of these and the more traditional approaches such as 
RBLs. However, quality is particularly expensive in the spam arena. Furthermore, 
spammers are already proving adept at finding ways to counter these more 
glamorous recent approaches: for instance, by packing spam mail with neutral words 
to lower the score generated by words suggestive of spam content. Tricks such as 
listing such words in white text on a white background are used so that they aren’t 
seen by the message recipient, but only by the filter. 
 
Indirect Spam Action 
This category includes incidental action such as Direct Harvesting Attacks (DHA) by 
spamming software. The intention here is not normally to bring down systems 
deliberately, but the sheer volume of traffic may result in unavailability of services. 
The core technique is a dictionary attack on a targeted domain. Attempts are made to 
deliver messages to a multiplicity of addresses within that domain, generated 
automatically. If mail to a guessed address is not rejected, the address is added to a 
database. Since spammers are perfectly happy to sell on their lists, it’s possible to 
become deluged with spam to an account that has never been advertised. Other 
forms of harvesting include spam bots, which scan web pages for hyperlinks and 
email addresses, and web crawlers (sometimes referred to as spiders), which 
operate in the same way but work faster by multi-threading (these are based on 
similar technology to search engines). 

 
Spam and Fraud 

419 Scams (Nigerian Advance Fee Frauds and similar – the name 419 derives from 
the section of the Nigerian Criminal Code that deals with fraud) are often regarded as 
spam: however, though they are closely related in some senses, they differ most 
noticeably in that 419-ers tend not to forge headers in quite the same way as 
hardcore spammers, since they need to establish direct contact between the 
originator of the message and the victim, though sometimes they get round this 
difficulty by including alternative mail addresses, fax and telephone numbers. 
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The victim receives an unsolicited communication containing a business proposal 
which often involves some form of money laundering or similar illegal operation. 
Variations are endless, but may include: 

 A request for help from a political refugee to get their money out of the 
country 

 A request for help with the distribution of money for charitable purposes 

 A request for assistance from a bank or other official with transferring money 
obtained more or less illicitly from the government 

 A request to stand as “next of kin” for the purposes of claiming the estate of a 
dead foreigner who has died intestate 

 Notification of a lottery win 
 
At some point, the victim is asked to pay advance fees of some sort (for tax, bribes, 
as evidence of good faith or whatever) or to give sensitive information about their 
own financial accounts, and some individuals have lost many thousands of pounds in 
this way. 

This type of fraud is characterized by somewhat stereotyped language, so detection 
methods based on textual content – not only simple keyword filtering, but more 
advanced heuristics and Bayesian algorithms – have proved fairly successful to date. 

Another currently prevalent fraud, “Phishing” is mail sent with the intention of tricking 
you into giving away sensitive bank data. This is sent out untargeted, spam-like, and 
may use similar techniques to avoid text filters. Characteristically, the victim is 
referred to a spoofed web site, often using one of a number of techniques designed 
to obfuscate an URL so that it looks like a legitimate bank web site.  
 
Other attempts to ascertain sensitive information such as network passwords are 
usually more ISP- or organization-specific. While it’s almost commonplace for large 
organizations to be attacked by social engineering email, it’s also common for users 
of some ISPs (AOL has had particular problems in this area) to be similarly attacked. 
 

Viruses and Spam 

Some mass-mailers and email-distributed Trojans install software on infected 
systems that make those systems vulnerable to remote use as open relays or open 
proxies by spammers. This increases the potential spam processing rate by orders of 
magnitude, but also makes it harder to trace the real source of a spammed message. 
Web server processes may also be installed on infected home machines for the 
distribution and advertising of products and services which may well not be legal 
(pornography, warez and so on). Infected systems have, reportedly, also been used 
to mount Distributed Denial of Service attacks against anti-spam sites. Some 
malware forwards information that may be used subsequently for spamming 
purposes as well as for out and out fraud and breaches of confidentiality. Infected 
systems can also be used to mount Direct Harvesting Attacks. 
 
Malicious programs with no known overt links to the spamming community can also 
contribute directly and indirectly to the problems of email abuse and messaging traffic 
congestion. Mass-mailers often harvest email addresses not only from the victim’s 
Windows address book, but from other data resources on the infected system. They 
may also harvest addresses from other Internet services such as newsgroups and 
web sites. Clearly, these are very similar mechanisms to those employed by 
harvesting software.  
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Indeed, it can be argued that virus writers and spammers are learning a great deal 
from each other. Many mass mailers manipulate headers to disguise the identity of 
the infected source machine (“address spoofing”), and to reduce the risk of early 
detection by gateway filters by using highly variable Subject lines, message content, 
and made-up source addresses. They often use their own internal SMTP engines to 
make it harder to trace the source of infective mail or the footprint of the virus in the 
infected mail system, a technique that closely resembles some spam engines. 
 
The problem is seriously compounded by the poor option sets or local configuration 
of filtering and anti-virus products and services, especially gateway products (Harley, 
2003). Sometimes these generate two or three emails for every infected message 
they intercept, and deliver the virus message even when the malicious attachment 
has been removed, much to the confusion of the recipient.  
 
Unfortunately, gateway anti-virus and content filters often display inappropriate 
behaviour (EEMA, 2004). An infected message should only be returned to the sender 
if the address in the From: and Reply-To: fields is not forged. Even then should not 
be returned with the uncleaned attachment, as can happen with generic filters. 
However, it isn’t possible for automated software to ascertain the real sender with 
this degree of confidence in the case of most recent spoofing viruses. In fact, reliable 
source information for many infected mails can’t be traced by manual inspection, 
either, due to the use of self-contained SMTP engines. A similar problem exists with 
heavily forged spam, of course. 
 
Clearly, anti-virus should not inform the wrong person that their system is infected, 
nor should it mislead the intended recipient over the source of an infected message, 
but this is the default behaviour of some products: in fact, some cannot be configured 
to behave in any other way. 
 
The convention of forwarding alerts to the apparent sender is based on the 
assumption that the apparent sender is, in fact, the owner of the infected system. 
However, a very high proportion of current infected email traffic carries spoofing 
malware, so the balance of probability is actually the other way. Clearly, while it’s 
responsible behaviour to advise someone with an infected system of the fact, correct 
behaviour is only to do so where the detected malware is known not to spoof 
headers, and many services cannot discriminate between viruses in this sense.  
 
The convention of forwarding an alert to the recipient is based on three main 
assumptions. 

 That all malware works like a conventional virus, which attaches itself to a 
legitimate object and can therefore be removed, leaving a disinfected and 
useful file to be forwarded. This is a useful model as regards (primarily) macro 
viruses, but macro viruses now constitute a fairly small proportion of all 
infected traffic. The majority of recent email-borne viruses are not “infective” 
in this sense. They resemble more closely the action of a worm, which does 
not attach itself in the same way to a legitimate object. The message is 
controlled by the virus author, not the owner of the infected system, who is 
usually unaware of the presence of the malware and of the transmission of 
the infective message. The “infected” object (normally a file) contains no 
legitimate code, so disinfection is effectively the same as deletion, so there is 
no point in forwarding the zero-ed object or the accompanying message. 

 That it’s useful for the recipient to know that someone they deal with has an 
infected system. However, this assumption is invalidated by the 
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preponderance of spoofing viruses, which invalidates this information in a 
majority of cases. 

 The third (implicit) assumption is that it is acceptable or desirable for the 
product to advertise its own presence and effectiveness by advising the 
intended recipient that they have been “saved” from exposure to malicious 
software. This is often regarded as uncomfortably close to the action of real 
spam, and may have something to do with the fact that so many hardcore 
spam haters also regard inappropriate and misdirected virus alert messages 
as “spam”. 

 
Some scanning services cannot distinguish: 

 where it isn’t appropriate to send an alert to sender or recipient 

 where the malware is known to forge headers 

 where it isn’t appropriate to forward an attachment or message 
and so cannot modify their own behaviour accordingly. As a result, it can happen at 
times that the impact of mass-mailers and secondary traffic from filtering and anti-
virus services vastly exceeds that of “real” spam. (Harley, 2004) 
 
 
Denial of Service and Impersonation 
Denial of Service in the context of email usually involves deliberate action such as 
email traffic volume attacks. The most common such attacks are mail bombing and 
subscription bombing.  
 
Mail bombing consists largely pounding an address or mail-server with multiple mails: 
the attack can be augmented by mailing multiple addresses on the same server, or 
by the addition of large attachments, including problematic attachment types such as 
multiply-nested compressed files known to generate severe problems with gateway 
anti-virus products (the so-called Zip of Death). A further refinement might consist of 
using a Distributed Denial of Service (DDoS) attack by amplify the volume of 
attacking mail by controlling a network of remote PCs compromised by Trojan action. 
This attack is currently largely seen in the context of spam mail generation and Direct 
Harvesting Attacks (DHA), which is considered below under the category of indirect 
spam action, but has other all-too-interesting possibilities for the future. 
 
Subscription bombing is a variation by which the target is subscribed without their 
knowledge to high volume mailing lists. However, many lists nowadays use various 
validation mechanisms to lessen this risk. 
 
Unintended Abuse 
This term best describes an accidental result of inappropriate action by legitimate 
software or authorized users. (Mail loops and poorly configured filters for instance: 
inappropriate mass mailing internal to an organization also comes into this 
classification, since it is usually either user error or a breakdown in communication as 
to what is acceptable. 
 
There are also a number of social issues associated with email use and management 
that can be regarded as abuse, and tend to be associated with naïve users and 
weakly implemented or defined policies, such as: 

  “Flaming” (intemperate language in the heat of the moment), and other 
inappropriately targeted humor, vulgarity, gossip and other.  

 Careless targeting of email responses can result in inappropriate leakage of 
confidential and/or sensitive information inside and beyond the organization’s 
perimeter.  
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 Relations between the employer and the employed can be damaged by 
unclear policies and perceived rights to individual privacy. 

 End-users can send unconsidered mail that puts them in breach of copyright , 
data protection and other legislation that restricts how data can be used and 
re-used.  

These issues are not considered further in this paper. 

Most chain letters are not spam within the taxonomy proposed here, though in some 
cases they may be as big a nuisance. They generally arrive from individuals known 
to the recipient, or via a legitimate channel such as a mailing list, and include virus 
hoaxes, false security alerts, petitions, appeals to forward mail to gain financial or 
other advantages or to benefit medical research, and so on. They often contain 
deceptive content, but senders (apart from the originator) do not intentionally 
participate in the deception.  

Taxonomy/Glossary 
 

419 Advance Fee Fraud: a type of email 
scam often associated with Nigeria. 

Automated Address Harvesters Software used for gathering target 
addresses for future spam runs. 

Bayesian Filtering using a statistical algorithm 
to assess the likelihood of a message 
containing spam content by scoring it 
by text analysis.  

Blacklisting Email blacklisting normally involves 
either reactive blocking of offending 
addresses and domains, or blocking 
of IP addresses known to be open 
relays, open proxies etc. 

Chain Letter/email Chain email, like its terrestrial 
counterpart, is a message that is 
primarily intended to self-propagate 
by inviting the recipient to forward it. 
Chain email usually takes the form of 
a hoax or semi-hoax. 

DDoS Distributed Denial of Service (usually 
implemented by a network of 
compromised machines controlled 
from a remote system) 

Dictionary Attack In the spam context, an attempt to 
harvest addresses by bombarding a 
domain with guessed addresses. See 
Direct Harvesting Attacks. 

Direct action spam Spam received direct to the victim’s 
mailbox. 

Direct Harvesting Attacks (DHA) Bombardment of a mail server with 
guessed account names within that 
domain. Account names that aren’t 
rejected are validated as spam 
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targets 

DNS Domain Name Service: the system for 
mapping IP addresses to the human-
friendly names advocated to network 
devices (including servers and 
desktops). 

DNS Blacklist A database of spam-friendly 
addresses, usually known open 
proxies or open relays. 

DoS Denial of Service 

Fingerprinting Any spam detection technique that 
uses recognition of a pre-determined 
message fingerprint or signature. 

Flaming Use of intemperate expression, 
gratuitous insults and so on in an 
email or a newsgroup posting 

Greylisting Technique whereby possible spam is 
bounced with a temporary error code. 
Legitimate servers normally retry, but 
spam servers hardly ever do, so a 
considerable amount of spam can be 
blocked, at the cost of a minor delay 
in processing time. 

Ham Legitimate mail incorrectly reported 
as spam. 

Harvesting Accumulating addresses, often by the 
use of automatic programs, for use as 
a target list by spammers or a mass 
mailer virus. 

Heuristic filtering Rule-based filtering. Usually, each 
rule triggered has a score, and if the 
score reaches a pre-set threshold, the 
message is considered spam and 
rejected, flagged, or quarantined. 
Anti-virus heuristics work similarly, 
but focus on code rather than 
message or traffic analysis. 

Hoax In this context, a deceptive message 
designed to trick the recipient into 
forwarding a chain letter. 

Impersonation In the context of email abuse, this 
usually refers to forging email 
headers so that the identity of the real 
sender of an email is obscured. This 
may be so that the real sender isn’t 
blamed for abusive email, to 
incriminate an innocent party, to hide 
the infected source of a mass mailer 
generated email, and so on. 

Indirect action spam  Spam attacks that don’t target an 



 

 12/18 

individual with advertising, but are 
intended to probe for the existence of 
valid target addresses. For example, 
Direct Harvesting Attacks, or 
apparently blank pre-spam 
messages. (May contain devices 
such as single-pixel GIFs to enable 
the message to “phone home” and 
validate the address.) 

IP Address A 32-bit address uniquely identifying 
a specific machine on a specific 
network 

Mailbombing An attack on a site or individual 
consisting of sending mail in such 
quantity as to comprise a Denial of 
Service (DoS) attack.  

Mass mailer A virus (or, arguably, worm) that mails 
itself out from an infected system to 
addresses it finds on that system. A 
spoofing massmailer forges the From: 
and Reply-to: fields to make it appear 
as if it came from someone other than 
the owner of the infected system. 

Misdirected alert Usually applied to a virus alert which 
warns the wrong person that they 
have a virus. This is usually the result 
of a gateway anti-virus scanner 
misconfigured to warn the apparent 
sender that they have a virus, even 
though nearly all current mass 
mailers forge the headers so that the 
message is at best useless and 
annoying, and may cause panic and 
confusion. 

MTA Mail Transfer Agent: essentially, a 
mail server. 

MUA Mail User Agent – usually a desktop 
mail program that interfaces with the 
local mail server. 

Non-Delivery Report (NDR) Message from an MTA notifying the 
apparent sender of a message that 
delivery was not possible. 

Open Proxy Characteristic of an open proxy 
server that isn’t configured to check 
application content, so may be used 
as a spam relay. Open proxies are 
often opened on systems 
compromised by a mass mailer or 
Trojan infection. 

Open Relay An MTA misconfigured to allow 
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relaying from unvalidated sources. 

Opt-In Applied to a mailing list comprised of 
subscribers who have actively 
requested subscription 

Opt-Out A mailing list comprised of 
subscribers whose addresses have 
been gathered by the list owner, but 
from which an address will be 
unsubscribed on request. 

Phishing Phishing email masquerades as a 
communication from a banking/financial 
establishment, ISP etc., asking the 
recipient to re-enter their banking details 
into a form that appears to be generated 
at a legitimate bank site. Variations 
include the exploitation of cross-site 
scripting vulnerabilities, setting up a 
spoof web site, and persuading the 
recipient to download and run a mass 
mailer such as Mimail or a Trojan horse 
program. 

Proxy Server A program that intervenes in the 
transaction between a proxy client and a 
remote server.   

RBL Realtime Blackhole List: a database 
of addresses (usually IP addresses 

Reactive blocking A form of blacklisting by which the 
address or domain from which 
unwanted email s received is added 
to a list of addresses and domains 
from which mail is not accepted. 
Unlike RBLs, address blacklists can 
often be implemented on the desktop 
using the MUA’s filtering facility. 

Relay An MTA configured to pass on 
received mail to another MTA. A 
properly configured relay usually only 
relays to machines within the local 
network, or to specifically authorized 
external sites. 

Seeding A spam variation where an email 
virus is mass mailed to a number of 
target addresses in the hope that 
some of them will execute the virus 
and help it on its way. 

Semi-hoax A hoax-like chain letter that either 
contains significant factual content, 
but not sufficient to justify its 
indiscriminate forwarding, or else may 
be founded in misconception and 
misunderstanding rather than in 
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deliberate malice and deception. 
Sender Policy Framework (SPF) 

 
A proposed extension to SMTP that is 
intended to prevent header address 
forgery by attaching an SPF record to 
a site’s DNS record, allowing a 
remote server to check the validity of 
mail apparently coming from that 
domain. (See http://spf.pobox.org/) 

Spam Unsolicited email, electronic junk 
mail. 

Spoofing Virus See Mass Mailer 

Subscription bombing Subscribing the victim to a number of 
high-volume mailing lists without their 
knowledge, so that their email 
account is bombarded with nuisance 
mail. 

UBE Unsolicited Bulk Email 

UCE Unsolicited Commercial Email 

Whitelisting A technique by which only mail from a 
list of approved sources is accepted. 

 
 

Spam Resources 
 
Anti-Spam Legislation: 
 

 http://news.bbc.co.uk/1/hi/technology/3120628.stm  

 http://www.informationcommissioner.gov.uk/eventual.aspx?id=783  

 http://ico-
cms.amaze.co.uk/DocumentUploads/New%20rules%20on%20email%20mark
eting.pdf  

 http://ico-
cms.amaze.co.uk/DocumentUploads/New%20rules%20on%20email%20mark
eting.pdf 

 http://www.spamlaws.com/docs/2002-58-ec.pdf  

 http://www.spamlaws.com/eu.html  

 http://www.spamlaws.com/state/summary.html  

 http://www.spamlaws.com/federal/108s877.html  

 http://www.computerworld.com/governmenttopics/government/legislation/stor
y/0,10801,86383,00.html  

 http://europa.eu.int/eur-
lex/pri/en/oj/dat/2002/l_201/l_20120020731en00370047.pdf 

 
Reading email headers:  

 http://www.stopspam.org/email/headers.html 

 http://www.umich.edu/~virus-busters/full_email.html 

 http://www.spamcop.net/fom-serve/cache/19.html 

 http://www.haltabuse.org/help/headers/ 

Anti-Spam Organisations and Coalitions: 

http://news.bbc.co.uk/1/hi/technology/3120628.stm
http://www.informationcommissioner.gov.uk/eventual.aspx?id=783
http://ico-cms.amaze.co.uk/DocumentUploads/New%20rules%20on%20email%20marketing.pdf
http://ico-cms.amaze.co.uk/DocumentUploads/New%20rules%20on%20email%20marketing.pdf
http://ico-cms.amaze.co.uk/DocumentUploads/New%20rules%20on%20email%20marketing.pdf
http://ico-cms.amaze.co.uk/DocumentUploads/New%20rules%20on%20email%20marketing.pdf
http://ico-cms.amaze.co.uk/DocumentUploads/New%20rules%20on%20email%20marketing.pdf
http://ico-cms.amaze.co.uk/DocumentUploads/New%20rules%20on%20email%20marketing.pdf
http://www.spamlaws.com/docs/2002-58-ec.pdf
http://www.spamlaws.com/eu.html
http://www.spamlaws.com/state/summary.html
http://www.spamlaws.com/federal/108s877.html
http://www.computerworld.com/governmenttopics/government/legislation/story/0,10801,86383,00.html
http://www.computerworld.com/governmenttopics/government/legislation/story/0,10801,86383,00.html
http://europa.eu.int/eur-lex/pri/en/oj/dat/2002/l_201/l_20120020731en00370047.pdf
http://europa.eu.int/eur-lex/pri/en/oj/dat/2002/l_201/l_20120020731en00370047.pdf
http://www.stopspam.org/email/headers.html
http://www.umich.edu/~virus-busters/full_email.html
http://www.spamcop.net/fom-serve/cache/19.html
http://www.haltabuse.org/help/headers/
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 http://www.cauce.org  

 http://www.euro.cauce.org/  

 http://www.claws-and-paws.com/spam-l/  

 http://combat.uxn.com/  

 http://www.spamfree.org/ 

 http://www.mail-abuse.org/ 

 http://www.spamhaus.org/ 

 http://www.emailabuse.org/ 

 http://www.samspade.org/ 

 http://www.elsop.com/wrc/complain.htm 

 http://www.junkbusters.com/ 

 http://law.spamcon.org/  

Whitelisting: 
 
http://www.nwfusion.com/columnists/2002/1209kobielus.html # 
http://www.sambar.com/syshelp/whitelst.htm 

Greylisting: 

http://www.greylisting.org/  
http://projects.puremagic.com/greylisting/  

Bayesian analysis: 

 http://www.ai.mit.edu/~murphyk/Bayes/bayes.html  

 http://www.paulgraham.com/spam.html 

 http://www.paulgraham.com/stopspam.html  

 
Blacklisting 

 http://www.spam-blockers.com/SPAM-blacklists.htm#what-is-a-blacklist 

 Spamcop blacklist: http://spamcop.net/bl.shtml 

 MAPS blacklist: http://www.mail-abuse.org/cgi-bin/lookup 

 Open Relay blacklist http://www.ordb.org 

 Relay Stop List blacklist http://relays.visi.com/ 

 SPAMHaus blacklist http://www.spamhaus.org 

 SPEWS.org blacklist http://www.spews.org/ 

 
Spiders and Bots 
http://www.tconsult.com/faq/spider.aspx  

http://www.turnstep.com/Spambot/info.html  

 

Newsgroups 

news.admin.net-abuse.policy - Discussion of how to combat Spam  

news.admin.net-abuse.usenet - Discussion of Usenet spams.  

news.admin.net-abuse.email - Discussion of E-mail Spams.  

http://www.cauce.org/
http://www.euro.cauce.org/
http://www.claws-and-paws.com/spam-l/
http://combat.uxn.com/
http://www.spamfree.org/
http://www.mail-abuse.org/
http://www.spamhaus.org/
http://www.emailabuse.org/
http://www.samspade.org/
http://www.elsop.com/wrc/complain.htm
http://www.junkbusters.com/
http://law.spamcon.org/
http://www.greylisting.org/
http://projects.puremagic.com/greylisting/
http://www.ai.mit.edu/~murphyk/Bayes/bayes.html
http://www.paulgraham.com/spam.html
http://www.paulgraham.com/stopspam.html
http://www.spews.org/
http://www.tconsult.com/faq/spider.aspx
http://www.turnstep.com/Spambot/info.html
news:news.admin.net-abuse.policy
news:news.admin.net-abuse.usenet
news:news.admin.net-abuse.email
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news.admin.net-abuse.misc - Anything else about Spam  

 

419 Information 
The 419 Coalition Website [http://home.rica.net/alphae/419coal/]  
419 samples and lottery winner variants [http://www.data-
wales.co.uk/nigerian.htm] 
419 Fraud site [http://www.419fraud.com/] 
Scamwatch [http://www.scamwatch.com/scam_reports/scam_directory.html] 
International Investigation Services with searchable database: 
[http://www.superhighway.is/iis/index.asp] 
USA Secret Service 419 page: http://www.secretservice.gov/alert419.shtml  
Nigerian letter scam links page 
[http://www.geocities.com/acidtestgpts/nigerian_letter_scam_links.htm] 
Searchable database: http://arachnophiliac.com/hoax/419_search.htm 
Alert mailing list: http://arachnophiliac.com/hoax/419-Alert.htm 
UK Metropolitan Police general fraud information: 
[http://www.met.police.uk/fraudalert/] Their 419 information page is at: 
[http://www.met.police.uk/fraudalert/419.htm] 
UK National Hi-Tech Crime Unit has a 419 page, plus information on other 
forms of IT-related fraud and other crime: http://www.nhtcu.org/ 
 
419 Reporting (UK) 
Metropolitan Police e-mail: fraud.alert@met.police.uk 
Specialist Crime OCU Fraud Squad +44 (0) 20 7230 1220  
NCIS, the National Criminal Intelligence Service, has a West African 
Organised Crime Section [http://www.ncis.co.uk/waocu.asp]. In case of loss, 
they can be contacted on 020 7238 8012 or at victim@spring39.demon.co.uk.  
The West African Organised Crime Section of the National Criminal 
Intelligence Service has a web site at http://www.ncis.co.uk/waocu.asp. A 
local contact for 419 reporting can be obtained from 44+ 020 7238 8012. 
NCIS will offer assistance to people losing money to 419 fraud via 
waocs@ncis.gov.uk. 
 

Phishing 

 Anti-Phishing Working Group: http://www.antiphishing.org/apwg.htm 

 Internet Fraud Complaint Center (Joint venture between the FBI and the National 
White Collar Crime Center: http://www.ifccfbi.gov/index.asp 

Hoaxes, Urban Legends and Memetic Malware 

Hoaxes: 

 http://www.vmyths.com   

 http://www.korova.com/  

 http://www.snopes.com/  

 http://www.eff.org /pub/Net-culture/folklore/ 

 http://ciac.llnl.gov/ciac/  

news:news.admin.net-abuse.misc
http://home.rica.net/alphae/419coal/
http://www.data-wales.co.uk/nigerian.htm
http://www.data-wales.co.uk/nigerian.htm
http://www.419fraud.com/
http://www.scamwatch.com/scam_reports/scam_directory.html
http://www.superhighway.is/iis/index.asp
http://www.secretservice.gov/alert419.shtml
http://www.geocities.com/acidtestgpts/nigerian_letter_scam_links.htm
http://arachnophiliac.com/hoax/419_search.htm
http://arachnophiliac.com/hoax/419-Alert.htm
http://www.met.police.uk/fraudalert/
http://www.met.police.uk/fraudalert/419.htm
mailto:fraud.alert@met.police.uk
http://www.ncis.co.uk/waocu.asp
mailto:victim@spring39.demon.co.uk
http://www.ncis.co.uk/waocu.asp
mailto:waocs@ncis.gov.uk
http://www.ifccfbi.gov/index.asp
http://www.vmyths.com/
http://www.korova.com/
http://www.snopes.com/
http://www.eff.org/pub/Net-culture/folklore/
http://ciac.llnl.gov/ciac/
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 http://hoaxbusters.ciac.org/ 

 http://www.virusbtn.com/  

 http://www.icsa.net/  

Urban Legends:  

 http://www.urbanlegends.com  

 http://www.urbanlegends.com /afu.faq  

 http://urbanlegends.miningco. com/ 

Vendor sites with hoax information: 

F-Secure: http://www.f-secure.com/  

Stiller: http//www.stiller.com/  

Sophos: http://www.sophos.com  

Symantec: http://www.symantec.com/  

Network Associates: http://www.nai.com/  

Books: 

 "The Selfish Gene", "River Out of Eden", "Unweaving the Rainbow" - Richard 
Dawkins. (Oxford University Press). Social biology, memetics, and specific 
material on chain letters. Also an article called "Viruses of the Mind”.  

 Virus of the Mind: The New Science of the Meme - Richard Brodie, Integral 
Press, 1996, ISBN 0-9636001-1-7)  

Conference papers and articles: 
 

 Hoaxes and Hypes – Sarah Gordon, Richard Ford & Joe Wells, Proceedings of 
the 1997 Virus Bulletin International Conference  

 Multiplatform Attack – In the land of the Hoaxes – Jakub Kaminski, Proceedings 
of the 1997 Virus Bulletin International Conference  

 Dealing with Internet Hoaxes/Alerts – David Harley 1997 
(www.arachnophiliac.com) 

 E-Mail Abuse – Internet Chain Letters, Hoaxes and Spam – David Harley 2001 
(Not currently available on web: more information from the author - 
david.harley@nhsia.nhs.uk) 

 The Email of the Species – Worms, Chainletters, spam and other abuses – 
Proceedings of the 2000 Virus Bulletin International Conference 

 Man, Myth, Memetics and Malware (Harley, Gattiker): Proceedings of the 2002 
EICAR conference. 

 Safe Hex in the 21st Century – Part 1 – Martin Overton, Virus Bulletin June 2000 
pp 16-17 

 Safe Hex in the 21st Century – Part 2 – Martin Overton, Virus Bulletin July 2000 
pp 14-15  

 http://www.arachnophiliac.com/hoax/index.htm#papers 

 http://arachnophiliac.com/files/av/VB2001_Electronic_Ephemera-1.01.pdf 

http://hoaxbusters.ciac.org/
http://www.virusbtn.com/
http://www.icsa.org/
http://www.urbanlegends.com/
http://www.urbanlegends.com/afu.faq
http://urbanlegends.miningco.com/
http://www.f-secure.com/
../../miscellaneous/extracurricular%20writing/sherpasoft.04.01/public-html/hoaxfaq/http/www.stiller.com/
http://www.sophos.com/
http://www.symantec.com/
http://www.nai.com/
http://www.arachnophiliac.com/hoax/index.htm#papers
http://arachnophiliac.com/files/av/VB2001_Electronic_Ephemera-1.01.pdf
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